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Pascal is an imperative and procedural programming language, which Niklaus Wirth designed (left below) in 1968-69
and published in 1970, as a small, efficient language intended to encourage good programming practices using
structured programming and data structuring. A derivative known as Object Pascal designed for object-oriented
programming was developed in 1985. The language name was chosen to honour the Mathematician, Inventor of the
first calculator: Blaise Pascal (see top right).
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This is the last issue before the winter season starts. The sunflowers are a good example for that.
In this issue 98 you will find the last part of Python for Delphi. Python is really a very good tool and
can be used as scripting language as well as a complete program.

I had in mind to create a simple Password Generator, and then looked at the world behind it:

fascinating, and fantastic. It’s always interesting to go back in history to be able to understand why
things are the way they are.

A friend presented a book, which I read with great interest: “The Innovators”

written by Walter Isaacson - Publishers: Simon and Schuster.

There is also a Dutch translation: De uitvinders; and a German Translation:

Die Vordenker der digitalen Revolution von Ada Lovelace bis Steve Jobs. For who has real interest in
history and understanding computing and how it evolved. It’s a fantastic book | devoured, 620 pages
of reading details about the beginning of computers, and I found that the originator of computing is a
women: Ada, - Lady Lovelace.

To come back to modern times; Delphill Alexandria has arrived. In this issue | try to explain quite a
number of new things which come along with the new Windows 1 1. I think it will take several years
before the public will move over. | see some Windows 3 still being in use...

For Company's I think, there is very good chance to achieve better security, less vulnerability and less
leakage. But it will be a costly process. Lots of Governmental Organisations and Company, Factory's
etc. are still running on platforms which can be found in the Pleistocene.

We just updated to the newest engine because new machines have a much smaller footprint and use
much less energy even though they are much more potent and produce therefore much less heath
and are very quiet. However it costs time and money to move over.

Since many of us do have to make a lot of versions of our apps before they can be launched it would
be wise to make use of a repository. So I asked Michael van Canneyt to write about it. Its not a simple
thing to use and needs a lot of explaining. This second article will be followed by another 3rd one in
the next issue 99/100, so the functionality will be completely handled in these three articles.

Its for universal use: an FNC Component.

It can be used with any project whether it is Delphi or Lazarus.

I will try to make the next issue an issue you wont forget: It will be filled with great news we are
working on, starting at the extended RTTI for Free Pascal, - Delphi Compatible- , attributes, new
component from TMS. Bruno and his team especially created this for a little app which I will present
to you and lots more. It will be a festival of news.

We will have lots of nice items for our subscribers.

If possible | want to organize in the coming November a first event for this year. | plan it but ...
I hope we will be able to do so, because we have to know if we are allowed to, by November...

I'll announce that asap.

Blaise Pascal Magazine 98 2021 @



From our Technical advisor: Cartoons from Jerry King

%(@:::

“Your Long Covid has caused your memory to
fade? With all that's going on in the world lately,
[ wish mine would.”
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Author: Max Kleiner

Thanks to Python4Delphi we now can evaluate (for expressions) or exec (for
statements) some Python code in our scripts. This version 4.7.5.80 July 2021 allows us
with the help of a Python DIl and an environment with modules in site-packages execute Py-
functions. But the most is only available in a 32-bit space as maXbox is still 32-bit, possible also
with 64-bit Python means the call of the external shell (ExecuteShell) with installed Python
versions to choose from. By the way also a Python4Lazarus is available.

available
which creates a fixed length

e you need a 512-bit hash and you do
on. SHA256 or SHA512 is a secure hash
g from any input data.

OK you start the Python-engine in your maXb
Most of the time you don’t need to install Pyt
in the Wow64 subsystem or in mySQL and loa
a subsystem of the Windows operating system

Windows. To get a DIl that fits your size and sp
writeln('is x64 '+botostr (Isx64('C:

You do also have helper functions in the unit Py
as global subroutines to test the environment:

N —

nd load the DLL.

you find a DLL or subdirecto
64 (Windows 32-bit on Windo
of running 32-bit applications

can check with
maXbox\EKON25\python37.d11"')

ine.pas

¢ GetPythonEngine (Returns the global TPythonEngine)
e PythonOK (checks engine init)

e PythonToDelphi

e IsDelphiObject

e PyObjectDestructor
e FreeSubtypelnst

e PyType HasFeature

function GetPythonEngine : TPythonEngine;
function PythonOK : Boolean;

function PythonToDelphi( obj : PPyObject ): TPyC
function IsDelphiObject( obj : PPyObject ): Boo
procedure PyObjectDestructor( pSelf : PPyObject
procedure FreeSubtypeInst(ob:PPyObject); cdecl
procedure Register;

function PyType HasFeature(AType : PPyTypeObje
function SysVersionFromDLLName(const DLLEilel
procedure PythonVersionFromDLLName( LibName: s

ag: Integer): Boolean;
tring): string;
out MajorVersion, MinorVersion: i

Blaise Pascal Magazine 96 2021 @ 799237%@9( 8
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FOR EXAMPLE THE PYTHONOK:

function PythonOK: Boolean;

begin

Result:= Assigned( gPythonEngine ) and
(gPythonEngine.Initialized or gPythonEngine.Finalizing);
end;

stered versions is possib
edPythonVersions: TP

you try opening the
ndows\system32\python27.d11
A 32-bit process, it’ll open just fine.

not mistaken, WOW stands for Woc

//if PythonVersionFromPath(PYHOME, aPythonVersion, false) then begin

if GetLatestRegisteredPythonVersion(aPythonVersion) then begin
aPythonVersion.AssignTo(eng) ;
writeln('APIVersion: '+itoa(TPythonEngine(eng).APIVersion));
writeln('RegVersion: '+TPythonEngine(eng).RegVersion);
writeln('RegVersion: '+TPythonEngine(eng).DLLName);
// TPythonEngine(PythonEngine). LoadDLL;

end;

>>> APIVersion: 1013
RegVersion: 3.6
RegVersion: python36.d11

To make sure your install path of Python is the right one test it with OpenDII() passing the
path and call explicitly OpenDII():

procedure TDynamicDl1l.LoadD11;
begin
OpenDll( Dl1Name );
end;
eng.dllpath:="'C:\maXbox\EKON25'
eng.dllname:= 'python37.dll';
eng.AutoLoad:= false;
try
eng.OpenD11('C:\maXbox\EKON25\python37.dll");

Blaise Pascal Magazine 96 2021 @ 7&}9&7%@9( o)
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ple as our topic and then you type the path,
€ given way:

with TPythonEngine.create(self) do begin
// Config DIl or Autoload
pythonhome:= PYHOME;
LoadDl1;
writeln(pythonhome);

writeln(ExecModule);
pypara:= "https://en.wikipedia.org/wiki/WoW64';
//pypara:= filetostring(exepath+'maXbox4.exe')
try

writeln(evalstr('__import__("math").sqrt(45)"));
writeln(evalstr('__import__ ("hashlib").sha256(b"'+

pypara+').hexdigest().upper()"));
writeln(evalstr('__import__("hashlib").sha512(b"'+
pypara+'").hexdigest().upper()");

except

eng.raiseError;

writeln(ExceptionToString(ExceptionType, ExceptionParam));
finally

free;

end;

end;

A better way would be to o
and open itself, so we open

"

eng.Execstring('with open(r
' fbuf = afile.read()");
println(eng.evalstr('__import__("hashlib").algorithms_available'));
println(eng.evalstr('__import__ ("hashlib").sha512('+
'fbuf).hexdigest().upper()"));
println(eng.evalstr('__import__("hashlib").shal(fbuf).hexdigest().upper()"));

+exepath+'maXbox4.exe", "rb") as afile:'+

>>> 72342518C27207099612...
>>> 3E38A48072D4F828A4BE4A52320F092FE50AE9C3

So the secon
72342518C272070. ..

and so on. The important thing i
execute arbitrary strings as Pytho
It accepts a source string and ret
with the usefule inbuilt syntax 'im
Note that in Python GUI by Pyth

state the inbuilt print() or printin
return statement. The o
memo2 console
maXbox

Blaise Pascal Magazine 96 2021 @ 7&}9&7%@9( 10
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The eval() is

to simple expression. We can execute

methods, reference variables and so on. So we use this by
port__ () built-in function. Note also that the computed hash is
readable hexadecimal string by hexdigest().upper() and uppercase
in one line, amazing isn't it.

urther to exec a script in a script! If we call a file or an const Python

n we use ExecString(PYCMD); The script you can find at:
oftwareschule.ch/examples/pydemo3.txt

he essence is a bit of script as a const:

const PYCMD = 'print("this is box")'+LB+
'import sys'+LB+
'f=open(r"1050pytest21_5powers.
'f.write("Hello PyWorld_mX47580, \n")'+
'f.write("This data will be written on the file.")'+ LB+
'f.close()';

The LB = CR+LF; is important because we call it like a file or stream
exec() is cleaning (delete CR) and encoding the passing script afterw
alone is also sufficient:

writeln('ExecSynCheckl '+botostr(eng.CheckExecSyntax(PYCMD)));
eng.ExecString(PYCMD);

We also check the syntax before eval to prevent an exception like this: Exception:

Access violation at address 6BA3BA66 in module ‘python36.d1l1l’. or
‘python37_32.d11’ Read of address 000000AD.

Free the engine means destroying it calls Py_Finalize, which frees all memory allocated by the
Or, if you're just using the Python API without the VCL wrappers like we do, you can probably j
Py Newlnterpreter on your TPythonInterface object to get a fresh execution environment with
necessarily discarding everything done before!

Blaise Pascal Magazine 96 2021 @ 799?37%@9( 11


http://www.softwareschule.ch/examples/pydemo3.txt

elphi

Procedure PYLaz P4D Demo3;
// https:/ /wiki.freepascal.org/ Python4Delphi
var eng : TPythonEngine; outl: TPythonGUIInputOutput;
begin
eng:= TPythonEngine.Create(Nil);
outl:= TPythonGUIInputOutput.create(nil);
outl.output:= pyMemo; //debugout.output; //memo2;
outl.RawOutput:= False;
outl.UnicodeIO:= False;
outl.maxlines:= 20;
outl.displaystring('this string thing king");
//eng.lO0:= Outl;
Outl.writeline('draw the line');
try
eng.LoadDl11;
eng.IO0:= Outl;
if eng.IsHandleValid then begin
writeln('DLLhandle: '+botostr(eng.IsHandleValid));
WriteLn('evens: '+ eng.EvalStringAsStr('[x**2 for x in range(15)]"));
WriteLn('gauss: '+ eng.EvalStringAsStr('sum([x for x in range(101)])"));
WriteLn('gauss2: '+ eng.EvalStr('sum([x % 2 for x in range(10100)])"));
WriteLn('mathstr: '+ eng.EvalStr("py " * 7'));
WriteLn('builtins: '+ eng.EvalStr('dir(__builtins__)"));
WriteLn('upperstr: '+ eng.EvalStr("hello again".upper()"));
WriteLn('workdir: '+ eng.EvalStr('__import__ ("os").getcwd()"));

eng.ExecString('print("powers:",[x**2 for x in range(10)])");
writeln('ExecSynCheckl '+botostr(eng.CheckExecSyntax(PYCMD)));
eng.ExecString(PYCMD);
writeln('ExecSynCheck2 '+botostr(eng.CheckExecSyntax(myloadscript)));
writeln('ExecSynCheck3 '+
botostr(eng.CheckExecSyntax(filetostring(PYSCRIPT))));
//eng.ExecString(filetostring(PYSCRIPT));
writeln(eng.Run CommandAsString('print("powers:",[x**2 for x in
range(10)])",eval input));
pymemo.update;
end
else writeln('invalid library handle! '+Getlasterrortext);
writeln('PythonOK: '+botostr(PythonOK));
except
eng.raiseError;
writeln('PyErr '+ExceptionToString(ExceptionType, ExceptionParam));
finally
eng.free;
end;
outl.free;
//pylmport(PyModule);

end;
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The procedure
raiseError helps to find errors for example:
Exception: : SRE __main__ module mismat
Make sure you do not have any mismatch be
(like 3.7) and the “re” python module (like
has changed in Python 3.8 for Windows. Ne
CPython would resolve Dlls using the defa
to inconsistencies, such as only sometime
directory, and OS functions such as AddDIIL
Conclusion: The eval() method parses the e
expression(code) (but no statements) withi
crucial:

FunctionCheckEvalSyntax(const str:AnsiStri
Function CheckExecSyntax(const str: AnsiString):B
Procedure ExecString(const command: AnsiString
Procedure ExecString3(const command: AnsiStri
Procedure ExecStrings4(strings: TStrings););

Function EvalStringAsStr(const command: Ans
Function EvalStr(const command: AnsiString

Also, consider a situation when you he
above WriteLn(‘workdir: ‘+eng.EvalS
The os module provides portable wa
write a file. But a single command ¢
So eval expects an expression, impc
the following combination:

Println('exec as eval: '+eng.Eval
Println('exec: '+eng.EvalStr('o.getcwd()"));
//>>> exec as eval: None
//>>> exec: C:\maXbox\mX4 7464\ maxbox4
writeln('uuid: '+eng.evalstr(‘exec("import uuid") or str(uuid.uuid4())"));
//>>>uuid: 3b2el10f9-0e31-4961-9246-00852fd508bd

You can use exec in eval instead if you intend to i
ExecString(): it depends on the global or local na
second line knows the import statement from firs

eng.ExecString('import math');
Println('evalexec: '+eng.EvalStr('dir(math)"));

Blaise Pascal Magazine 96 2021 @ 799237%@9( 13
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When you use a
float that doesn’t have an exact binary
float representation, the Decimal constructor cannot crea
accurate decimal representation. For example:

And the same with an EvalExec:

import decimal
from decimal import Decimal

x = Decimal(0.1)
print(x)

pymemo.lines.add('Decimal: '+
eng.EvalStr('__ import__ ("decimal") .Decimal(0.1) '));

>>> 0. 100000000000000005551;[151231257827021181583404541015625

At last a r“ylnimal

configuration called “Pyonfly”. The minimal configuration depends on your Python

installation and the UseLastKnownVersion property in TDynamicDIl but once known

goes like this with raiseError to get the Python exceptions:

with TPythonEngine.Create(Nil)
pythonhome:= PYHOME;
try

loadDLL;

Println('Decimal: '+

EvalStr('__import__("decimal").Decimal(0.1)"));
except
raiseError;
finally
free;
end;
end;
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The unit PythonEngine.pas is the main core-unit
Most of the Python/C APl is presented as publish
functions of the engine unit.

Py BuildValue
Py Initialize
PyRun_String
PyRun_SimpleString
PyDict_GetItemString
PySys_SetArgv

Py Exit

Import y_BuildValue') ;
Import('Py_Initialize');

Import ('PyRun_String') ;

Import ('PyRun_SimpleString') ;
Import ('PyDict GetItemString') ;
Import ('PySys_SetArgv') ;
Import('Py_Exit') ;...

O seta path first:

O Loadit:
© Test it: alStr(‘dir(_ builtins_ )’));

If you get the error:
valid Win32 application.

a solution is to set the pythonhome to 32bit:
ograms \Python\Python36-32\"';

Be sure that Pyhome and Pydll are of the same files
install from within script, ex. numpy:
eng.ExecString (‘'import subprocess’) ;
eng.ExecString (‘subprocess.call ([“pip”,
eng.ExecString (‘'import numpy’) ;

Another complete 4 liner for environment testing:
eng.ExecString (‘'import subprocess’) ;
eng.ExecString (‘subprocess.call ([“pip”,
eng.ExecString(‘'from langdetect import de
println(‘detect: ‘+eng.EvalStr(‘detect ("
>>> detect: fr

IMPORTANT NOTE:
You should never pass untrusted source to the eval() d
wreak havoc on your system. For example, the followin
system:

Blaise Pascal Magazine 96 2021 @ 799237%@9(
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4Delphi

WIKI & EKON P4D TOPICS

®https://entwickler-konferenz.de/
delphi-innovations-fundamentals/python4delphi/
Ohttp://www.softwareschule.ch/examples/weatherbox. txt
®https://learndelphi.org/python-native-windows-gui-with-delphi-vel

LEARN ABOUT PYTHON FOR DELPHI

® Tutorials
® Demos https://github.com/maxkleiner/pythonddelphi

Note: You will need to adjust the demos from github accordingly, to successfully load th
Python distribution that you have installed on your computer.

Docs:

https://maxbox4.wordpress.com/blog/
http://www.softwareschule.ch/download/maxbox_starter86.pdf
http://www.softwareschule.ch/download/maxbox_starter86_1.pdf
http://www.softwareschule.ch/download/maxbox_starter86_ 2.pdf

ttps://entwickler-konferenz.de/location-en/

16
&7 MACHINE LEARNING MIT CAI

4 1 This report visualizes the field of object recognition using computer vision techniques from
machine learning. An image classifier from the CAl framework in Lazarus and Delphi, the so-
called CIFAR-10 image classifier, is also used.

ig
si¢ “DELPHI DEVELOPMENT IS STILL GOING STRONG"

Marco Cantu talkes about the current status of Delphi, how it has evolved, and what's in
store for this language in the future.

Blaise Pascal Magazine 98 2021 @ 79957%@7( 16



T E—

1P PART 3 Page 10/12

elphi

[ pyscripbet / pythonadelphi Mo () Spanm [ Motifications o S 552 Wk i

£ 3 ode oh ingues 4 1Y Pl regppests 0 = Arfiore T Projects T ki ) Smpumiy Inaigfity

P mester »  pythonddelpha / Install / o ka file

. pryuealpler RlqdBing tallor ooy for Delpte Sydney ar [ ol T o agn {T) Hiwery

O Setupini Ludi

TEALWAT ot

P4D Installation using Multilnstaller
Lis= fior Delphs Seattle (100 ar laber tocirstall 2l packages inone ztep

it epository 1o & loldar of your chobce, The setupdnd lile sssumas thad the lolder = callad "P4D°, | you

ek by e “Folcker™ aption i estupire

2, Chos sl Didphd IDE
3, Fun Rlnlrestal ey s

il. Selact the padesges you want and press e

anit folder of “PAC (e the folder contsining the directory o which o hes copied PythandDelphi) snd the

Delphl terget versdarn Then press Mest 1o ingtal the comparsnts

https://github.com/pyscripter/pythonddelphi/tree/master/Install

vV
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WikipEDIA

Guido van Rossum (Dutch: born 31 January 1956) is a

Dutch programmer best known as the creator of the

Python programming language, for which he was the

"benevolent dictator for life" (BDFL) until he
stepped down from the position in July 2018.
He remained a member of the Python Steeri

Council through 2019, and withdrew fro

nominations for the 2020 election.

Van Rossum was born and raised in the Netherlands,
where he received a master's degree in mathematics and computer science from th
Amsterdam in 1982. He has a brother, Just van Rossum, who is a type designer and p
designed the typeface used in the "Python Powered" logo.
Van Rossum lives in Belmont, California, with his wife, Kim Knapp, and their son. Acc
home page and Dutch naming conventions, the "van" in his name is capitalized when
by surname alone, but not when using his first and last name together.

While working at the Centrum
Wiskunde & Informatica (CWI), Van Rossum wrote and contributed a
glob() routine to BSD Unix in 1986 and helped develop the ABC
programming language. He once stated, "l try to mention ABC's influence
because I'm indebted to everything I learned during that project and to the
people who worked on it." He also created Grail, an early web browser written in
Python, and engaged in discussions about the HTML standard.>

‘WikIPEDIA

"Four Yorkshiremen sketch” at the 2014 Monty Python reunion. Written by Cleese, Chapman, Tim Brooke-
Taylor and Marty Feldman, it was originally performed on their TV series At Last the 1948 Show in 1967.
It parodies nostalgic conversations about humble beginnings or difficult childhoods.
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‘WIKIPEDIA Continuation

He has worked for various research institutes, including the Centrum Wiskunde &
Informatica (CWI) in the Netherlands, the U.S. National Institute of Standards and
Technology (NIST), and the Corporation for National Research Initiatives (CNRI).

L

From 2000 until 2003 he worked for the Zope corporation.
In 2003 Van Rossum left Zope for Elemental Security. While there he worked on a cust
programming language for the organization.
From 2005 to December 2012, he worked at Google, where he spent half of his time
the Python language.
In January 2013, he started working for Dropbox.
In October 2019, Van Rossum officially retired before coming out of retirement the foll
join Microsoft.

In December 1989, Van Rossum had been looking for a "hobby' programming project t
him occupied during the week around Christmas" as his office was closed when he dec
interpreter for a "new scripting language, he had been thinking about lately:

a descendant of ABC that would appeal to Unix/C hackers".

He attributes choosing the name "Python" to "being in a slightly irreverent mood (and a
Monty Python's Flying Circus)".

He has explained that Python's predecessor, ABC, was inspired by SETL,

noting that ABC co-developer Lambert Meertens had "spent a year with the SETL group at
NYU (New York University) before coming up with the final ABC design".

In July 2018, Van Rossum announced that he would be stepping down from
the position of BDFL of the Python programming language.

e python’

About

Downloads Eliccess Stones

Documeniation Community

. Compound Data Types

Lists (hricsen a3 srraysoin other langusges] me one ol the
3 dhata Types that Python uniders mnds. Lk can D

piskayled with o thaer Bt

¥

Python is a programming language that lets you work quickhy
and integrate systems more effectively. 3 Learn More
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Python for Delphi project
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Catseye project
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Getting started with GIT \“
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HOW TO ALTER YOUR DEBUGGER
FROM GNU TO FPC IN LAZARUS

BY MATTIAS GAERTNER

ks

expert

-

PAGE

In the version of Lazarus 22.0. RC1 (the latest available for this
moment) has a little annoyance emerged:

the normal gnu debugger is very slow. So to solve this problem there is an
easy way, but you should know how to use it: Before all you need to test
if there is a package called LazDebuggerFp installed.

If not, install it, (see below: in the Menu go to Package Package Graph)

@ Package Graph

Buildintf 1.0
o cairocarsas_pkg 0.0
CEFADelphi_Lazarus 73.1.1
< ChmHelpPkg 0.2.1
CmdLineDebuggerBase Qs
& CodeTools 1.0.1
= DateTirneCtris 1,51
Lo DateTimeCtdsDiagn 1.5
< DaadPlg 0.0
~ DEFLaz 0.1
4 Debuggednt 0.1
i EditorbacroScript 0.0
< exploreiderneny 0.0
ExternHelp 1.3
favorites 0L1.1
ks FCL .01
fpounitide 0.1
¢ fpdebug 1.0
fré_lazarus 0.0
i freetypelaz 1.0
fs_lazarus 1.0
¢ |DEIntf 1.0
ImagesForl azarus 1.01
b InstantFPCLlaz 1.0
o jefidelazarus 2.0
Lo lszvirtualtresview_packag
4 LazxContralDsgn 0.0
+ LazControls 1,01
 LazDebuggerFp 1.0
ot LazDebuggerFplidb q:f-.,-‘-
< >

L

State: Installed

Help

Figure 1: The Packa;
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SemDdit 1.0 DusarnHglp 13
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et b 110
Lt Dabuggerip 10 Tpdanug 1.0
LarBemuggeFpikda 00
Lt Dl iy LA 00
>

<

Filename: Chlazarusicomponentshlazdebuggers\lazdebuggerfpilazdebuggerfp ok

Descnption: This package 15 a debugger backend for the Lazarus-IDE,
- It 15 based on FpDebug and requires no




HOW TO ALTER YOUR DEBUGGER
FROM GNU TO FPC IN LAZARUS

Install/Uninstall Package:

The IDE will be recompiled snd restarted dunng installstion/eninstzlstion of packages.

Irusteal|

Hilter)

Bir EuldintF 1.0
CEF&Delphi_Lazarus 73.1.12
¢ ChmHelpPkg 0.2.1
B.r CadeTaols 1.01
¢ DateTimeCtrls 1.5.1
¢ DateTimeCtrisDsgn 1.5,1
DavidPkg 0.0
v DBFLaz 1.1
o Debuggerintf 0.1
o EditartacroScript 0.0
¢ eeplomidernenu 30
o ExternHelp 1.3
o Favortes 0.1
B FOL 1.8
¢ Fpeundtide 0.1
fr_fazarus 0.0
¢ freetypelaz 1.0
fs_lazarus 1.0
a IDEIRG 1.0
¢ ImagesForlazarus 1,01
o nstantFPCLaz 1.0
¢ |cfidelazarus 2.0
o lazartugitreeview_package 5.5.3.1
oy LazControlDage 0.0
b LazControls 1.0.1
o LezDiebugaerFp 1.0
¢ LazDebuggerFpllde 00 Lo

Unimstall sefection

Irport st Ezpaort list

Package infa

Thas package 13 a debugger backend for the Lazarus-IDE

Mneaitable for installation

Frlteri

¢ narrebase 00

J anchordacking 1.0

v anchordackingdsan 1.0

V applorms 1 o

u cndlinedebuggerbase 0.0

y cocoa_pkg 0.0

¢ cody 1.1

o copyformasgascaldemopkg 1.0
I customdraan 0.0

o dermoidehelp 0.0

¢ designbaseclasidemoplkg 0.0
J dockedformeditar 0.0

J educationlzaz 1.0

o filefindlaz 1.002

o fpdebiug 1.0

| fpprgpackagemanager 01
¢ fpvectonaliaggpaspkg 0.0
¢ Qdbrritestubls b

v hZpaswizard 0.0

o idefilebrowser 0.2

J ideinspector 01

J idelazlogger 1.0

J idescout 0.0

| jitclasses 1.0

¢ lumptoimplementation 0.0
o Lazdetneil 01

i lazc (1

- |lazcustharms 1.0

o lzzdaerman .99

Irestall selection

= ltis based on FpDebug and requires no exbernal debugger executable,

- It currently supports Windows and Linux,

Author Joost van der Huis £ Martin Friebe

Fillamurma: (Tilewsnid rarmnamnsstil lsvdabiinmast lsrsdabiinmarfel bardabhiimmnasda (sl

License: GPLwE

Help

Figure 2: The Installing

In the Menu > Package - Install/Uninstall Packages install
the package LazDebuggerFp, recompile Lazarus.
If the menu is not in the list at the right column,

it should be in the left column which means it is already installed.
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After compilation,

you can switch the default debugger backend.
Go to Tools aOptions > Debugger > Debugger backend - click button
Add there select in combobox Debugger type and path the debugger FPDebug internal Dwarf-
debugger. Select this new created debugger backend in the upper combobox
Save this change with button OK. Now you use FPDebug as default debugger backend ( see fi
on page 4 of this article.

R IDE Options
{filter) “he  Mew (3 |GHU debugger {gdb)] = | Add 1\\ Copy Delete
R 4 : " “*ﬂ
Class Completion Name: |Wew (2)
Code Creation Debugoer bype and path
Words
Line Splitting GMU debugger (gdb) -
Space o
Identifier Completion
~ Code Explorer Debugger specific options (depends on type of debuggern)
Update
Categaries AggressveWaitTime 100 L
Code Ghserver AszzernblerStyle gdasDefault
~ Debugger CaseSensitnaby gdosSmartOft
Ginenl Debugger_Startup_Cptions
Debugger backend . " —
Pt Lo DisableFarcedBresk paint :|_| {Falie)
~ Help DisableLoadSymbolsForlibranes | [] (False)
- Help Optians DisableStartup Shell [ (False)
Exterrial w - = - - sl e e e
Help Cancel
Figure 3: The utton
8 IDE Options
(Filzer) G Mew [FpDebug internal Dumif-debugger] = | Sdd Copy Delete
T T
Class Completion 1 Name: [New
Code Creation Debuggers bype and path
\Words
Line Splitting Fpliebug iterral Dusurf-debugger Change t,lpet\
Space 3
Idengifier Completion :
v Code Explarer Debugger specific options {(depends on type of debugger)
Llpd ake
Categories ForceMenConsole (True}
Code Obserser » HandleDebugBreakinstruction | [dbolgnoredll]
¥ Debugger v BlemLimits (TFpDebugDebuggerPropertieshdemLimits)
General ;
Bk ke MextOnbyStopOntartline [ iFalzed
EventLog
= Help
Help Optian:
External ¥

Figure 4: You can also change type

Blaise Pascal Magazine 96 2021



HOW TO ALTER YOUR DEBUGGER

FROM GNU TO FPC IN LAZARUS
BY MATTIAS GAERTNER

PAGE

Mewr [FpDebug internal Dwarf-dtbuggtr]'| Add Copy | Delate

Mame: | Mewr

Debugger type and path
FpDebug internal Dwarf-debugger

,

Changing the type for the current debugger backend, e "Add" or "Copy" to create a new backend with a new type.
ging the &yp =l § )
3

Debugger specific options (depends on type of debugger)

ForceMewConsale iTrue)
HandleDebugBreakinstruction | [dbolgnoredd]
tdernLimits (TFpDebugDebuggerPropertieshdemlimits)
MextOnlyStopOnStartline [ (Faise)
Figure 5: The FPDebug internal Dwarf debugger Cancel
X
Mew [FpDebug intemal Dwarf-debugger] » | Add Copy | Delete
Mame: |New
Debugger type and path
FpDebug internal Daarf-debugger v

{none)
sDebug internal Duarf-debugger

GMU debugger (gdb) 3
GMU debugger through 5534 (gdb)

GMU remote debugger (godbsenver)

LLDB Debugger (&lpha)

LLDE debugger fwith fpdebug) (Bets)

HandleDebugBreakinstruction  [dbolgnoredl(]
MernLirnits (TFpDebugDebiiggerPropertieshdermlimits)
MextOnlyStopCnStartline [] tFalse)

Figure 6: Make your choice Cancel
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CREATING A RANDOM PASSWORD GENERATOR Page 1 / 21

IN LAZARUS
@ E + ixpert

his art earning to understand
items a ryption and the second item is creating your
- own Pas
A passwa ed a passcode, is secret data, typically a string of charac-
~ ters, us a user's identity.

Trac ected to be memorized, but the large number of password-protec
se al accesses can make memorization of unique passwords for eac

imp )ant successfully demonstrates knowledge of the password to th

- entication protocol, the verifier is able to infer the claimant's i

arbitrary string of characters including letters, digits, or o
characters are constrained to be numeric, the correspondi
a personal identification number (PIN).

ord does not need to be an actual or real word; indeed,

'y sense) may be harder to guess, which is a desirable

ing the terminology of the NIST (*1) Digital Identity Gu

called the claimant while the party verifying the identi

erifier.

te of Standards and Technology)

isting of a sequence of words or other text separated by sp
sphrase is similar to a password in usage, but the former is ge

Random Password Generator -

Password Length: 16 10

= - Th i
RIS Sx3ia Mumber of passwords: 10

Passarord aptions

[ Adpha Uppercase [4.7)

b1 Alpha Lowercase [a.3]

[~ Mumbers [0..9]

[ Special Spmbols @1,# @]

Generate | i

WIKIPEDIA We have extensively been using WikiPedia for this artiicle
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CREATING THE PROGRAM

f. Fandom Password Generator — ot
O Password Length: 18 10 paszswords generated
@ Mumber of passwords: |10 b]i0ASLIL3]LRELS
Fassuword options SZVZSMMIFLAnnpneG
© ,ﬂ-,l ha L L7 0dEcFnb 5344 TEEA
| oo
o MphaLpp”':af’E{ ]] JGZDTMpE 335 Thud
a Lowvercase [a.z
P KtAI4g0brEnS0eFE £z
O [~ Mumbers [0.9] S —
. oLkn o5FRw
® [ ]5pecial Syrnbals @, # @ 9o
Aeol¥IDEvbusdch
osr=BgBAq MY Ayl -
VuSavhqiclr pl0T First of all you need to to make |

choices of the settings after
PrHWS iw3 o7 3hEJE that you need to click
“Generate”. After that you
select the password you want
to use. Then the disabled
buttons will become enabled.

FlguréﬁZ: :

Password Length
It is advisable to set this number to at least 16, but better is 32.
® Number of Passwords
Ask as many as you wish. If you create a passphrase (a text that can
easily be remembered you could easily add a Password in the middle
of it. Don't recite a poem, that is easy to find, but maybe talk about
your favourite food recipe that only you know.
Alpha Upper case
If you check this it will be alphabetical and in CAPITALS
Alpha Lower case
Just the same only lower case
Numbers
This can be an extra mixture for your recipe
Special Symbols
You can use them but better is longer...
Generate
Create the passwords If you want to use a passphrase you can add the
passwords. Maybe even three or fore groups...ore more
® Send to clipboard
There are several options:
T2\ ifyou select one
F=5F you right-click
© Save as File, if you want to add it on your prepared USB Stick
@ About the initiating author

O LGS
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CREATING THE PROGRAM

unit Unitl;
{$mode objfpc}{$H+}
interface

uses

Classes, SysUtils, FileUtil, Forms, Clipbrd, Controls, Graphics;Dialogs,
StdCtrls, ExtCtris;yComEEESsMEmas GBI e

const
//Password mask consts
TLowerAlpha = 'abcdefghijklmnopgrstuvwxyz';
TUpperAlpha = 'ABCDEFGHIJKLMNOPQRSTUVWXYZ';

TNumber ='0123456789";
TSpecial = ' 1"2$2%A&*()"_-+={[}]:;@~#|\<,>./;
type ‘.-

{ Tfrmmain }

Tfrmmain = class(TForm)
CheckGroupl: TCheckGroup;

private

{ private declarations }
public

{ public declarations }
end;

var
frmmain: Tfrmmain;
rChar: integer;
SelectedPW: String;

function isNumber(buff: string): boolean;
function GetPassword(PasswordMask: string; pLength: integer): string;

implementation
{$R *.Ifm}
{ Tfrmmain } 4

function ListToString(LV: TListView): string; I
var
counter: integer; B
buff: string; ;'E
begin -
//Init var f =
buf =R F=
//Loop tho the items in listview. p
for counter := 0 to LV.Items.Count -1 do
begin £
buff:=buff + LV.Items[counter].Caption + #13 + #10;
end;
//Return result y
Result := buff; F.
end; y
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function isNumber(buff: string): boolean;
begin //Check for empty string
if buff =" then
begin
Result := False;
exit
end;
try
StrToInt(buff);
Result := True;
except
Result := False;
end;
end;

function GetPassword(PasswordMask: string; pLength: integer): string;
var Counter: integer; rPass:string;
begin

rPa s

for Counter :=1 to pLength do
begin
// Get randdom char from password set
rChar := Random(Length(PasswordMask));
//Build random password
rPass := rPass + Copy(PasswordMask, rChar, 1);

end;

// Return password

Result := rPass;
end;

procedure Tfrmmain.FormCloseQuery(Sender: TObject; var CanClose: Boolean);
begin
Clipboard.AsText :=";
end;

procedure Tfrmmain.HSBtnMemoryClick(Sender: TObject);
begin
If SelectedPW >" then
begin
Clipboard.AsText := SelectedPW;
end;
end;

procedure Tfrmmain.HSBtnGenerateClick(Sender: TObject);
var pMask: string; Counter, pLen, pNum, integer; LItem: TListItem;
begin

//Set defaults

pMask :=";

LstPws.Items.Clear;

LstPws.Column[0].Caption := 'O passwords generated';

HSBtnSave.Enabled:= True;

// Check for vaild password length
if not isNumber(txtLength.Text) then
begin

MessageDlg('Length is not a vaild integer.’,

mtWarning, [mbOK], 0);

exit;
end; =
// Check for vaid number of passt
if not isNumber(txtNum.Text) then

begin
MessageDlg('Number of passwords is not a vaild integer.',
mtWarning, [mbOK], 0); e
exit; -
end; —> This procedure is continued on the next page

e T -
e R = e e e T
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CREATING A RANDOM PASSWORD GENERATOR IN LAZARUS:
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Contiuation of: procedure Tfrmmain.HSBtnGenerateClick(Sender: TObject);
//Assign the variables
plen = StrToInt(txtLength.Text);
pNum:= StrToInt(txtNum.Text);

// Check for password length
if pLen <= 0 then
begin
MessageDlg('Your password length needs to be greater then zero.',
mtWarning, [mbOK], 0);
exit;
end;

// Check number of passwords
if pNum <= 0 then
begin
MessageDlg('The number of passwords needs to be greater than zero.',
mtWarning, [mbOK], 0);
exit;
end;

//Create password mask.

if chkUpper.Checked then

begin
// Create upper alpha random password
pMask := TUpperAlpha;

end;

if chkLower.Checked then

begin
// Create lowercase alpha random password
pMask := pMask + TLowerAlpha;

end;

if chkNumber.Checked then

begin s
// Create number random password
pMask := pMask + TNumber;

end;

if chkSpecial.Checked then

begin s
// Create special sybmols random password
pMask := pMask + TSpecial;

end;

// Check password mask length
if Length(pMask) = 0 then
begin
MessageDlg('Please select a password option.', mt Information, [mbOK], 0);
exit;
end;
// Set listview header text
LstPws.Column[0].Caption := IntToStr(pNum) + ' '+'passwords generated';

//Randomize
Randomize;
for Counter := 1 to pNum do
begin
//Add item to listview control
LItem:= LstPws.Items.Add;
//Add random password as item
LItem.Caption := GetPassword(pMask, pLen);
end;
74

end;
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procedure Tfrmmain.HSBtﬂéa\?éCiicifséﬁdéf: Tdbjecﬁ)}
var T:TextFile; ]
begin // Set the name of the file that will be created
assignFile(T, SFD.FileName); . =
LstPws.Column[0].Caption ="} &r :
// Use exceptions to catch errors (this is the default so not absolutely requried)

{BI+}

// Embed the file creation in a try/except block to handle errors gracefully
try // Create the file, write some text and close it.
// Check if there is anything to be saved.
if LstPws.Items.Count =0
then
begin
MessageDlg('Nothing to save.', mtInformation, [mbOK], 0);
exit;
end
else
begin
//Setup save dialog props
SFD.Title := 'Save Passwords';
SED.Filter := 'text|*.Txt';

if SFD.Execute
then
begin
//Save the list of passwords
AssignFile(T, SED.FileName);
Rewrite(T);
// Write the listview contents to the filename
Write(T, ListToString(LstPws));
CloseFile(T);
HSBtnSave.Enabled:= False;
end
else
exit;
end;
except // If there was an error the reason can be found here
on E: EInOutError do
writeln('File handling error occurred. Details: ', E.ClassName, '/, E.Message);
end; ’

Clipboard.AsText ;':

LstPws.Clear;

LstPws.Refresh;

HSBtnMemory.Enabled := False;
end;

var msg: string; -

begin //Text for messagebox e
msg :=self.Caption +'v2.0' + #13 + #10 + ' originally developed by Ben Jones'

+ #13 + #10 + 'and edited by Blaise Pascal Magazine September 2021";

//Show our Messagebox
MessageDlg(msg, mtInformation, [mbOK], 0);
end;

procedure Tfrmmain.LstPwsSelectItem(Sender: TObject; Item: TListItem; Selected: Boolean);
Var SelectedPW: String;
begin
If Selected then
begin
SelectedPW:= Item.Caption;
HSBtnMemory.Enabled:= True;
HSBtnSave.Enabled:= True;
Clipboard.AsText := SelectedPW;
end;
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Passwords have been used since ancient times.
Sentries would challenge those wishing to enter an area to supply a password or
watchword, and would only allow a person or group to pass if they knew the

password. Polybius describes the system for the distribution of watchwords in
the Roman military as follows:

The way in which they secure the passing round of the watchword fo
as follows: from the tenth maniple (three rows of 40 men) of each cla
infantry and cavalry, the maniple which is encamped at the lower end
a man is chosen who is relieved from guard duty, and he attends eve
sunset at the tent of the tribune, and receiving from him the watchwo
wooden tablet with the word inscribed on it — takes his leave, and on
his quarters passes on the watchword and tablet before witnesses to t
mander of the next maniple, who in turn passes it to the one next to
the same until it reaches the first maniples, those encamped near the
tribunes. These latter are obliged to deliver the tablet to the tribunes E
So that if all those issued are returned, the tribune knows that the wa
been given to all the maniples, and has passed through all on its way
If any one of them is missing, he makes inquiry at once, as he knows
from what quarter the tablet has not returned, and whoever is respons
stoppage meets with the punishment he merits. See figure 3

Figure 4: The Roman Seal

Passwords in military use evolved to include
not just a password, but a password plus a counter
password; for example in the opening days of the |
Battle of Normandy, paratroopers of the U.S. 101st
Airborne Division used a password — flash — which
was presented as a challenge, and answered with the
correct response — thunder.
The challenge and response were changed every
three days.
American paratroopers also famously used a device
known as a "cricket" on D-Day in place of a password
system as a temporarily unique method of identifica-
tion:
one metallic click given by the device in lieu of a
password was to be met by two clicks in reply.

K e

W

wiiton We have extensively been using WikiPedia for this artiicle
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Passwords have been used with computers since the earliest days of computi
The Compatible Time-Sharing System (CTSS), an operating system introduced

(Massachusetts Institute of Technology) in 1961, was the first computer syste
implement password login.

CTSS had a LOGIN command that requested a user password.

"After typing PASSWORD, the system turns off the printing mechanism, if possible,
the user may type in his password with privacy."

In the early 1970s, Robert Morris developed a system of storing login passwords i
hashed form (########) as part of the Unix operating system.

The system was based on a simulated Hagelin rotor crypto machine, and first app
6th Edition Unix in 1974. A later version of his algorithm, known as crypt, used a
(see page 10) and invoked a modified form of the DES algorithm 25 times to re
of pre-computed dictionary attacks. The Data Encryption Standard (DES) is @ S
key algorithm for the encryption of digital data. Although its short key lengt

makes it too insecure for applications, it has been highly influential in the
advancement of cryptography.)

Figure 5: The original square used the Greek alphabet laid out left:
With the modern Latin alphabet, this is the typical form (right):

Figure 6: The Greek letters of a Polybius square

-

In modern times, user names and passwords are commonly used by people during a login |
process that controls access to protected computer operating systems, mobile phones,

cable TV decoders, Automated Teller Machines (ATMs), etc.
A typical computer user has passwords for many purposes: logging into accounts, retrieving e-

mail, accessing applications, databases, networks, web sites, and even reading the morning

newspaper online.
Polybius was responsible for a useful tool in telegraphy that allowed letters to be easily
signalled using a numerical system, called "the Polybius square" (See Figure 6). This idea also
lends itself to cryptographic manipulation and steganography*2. Modern implementations

g mmsm rrrrrrTT

of the Polybius square, at least in Western European languages such as English, Spanish, ©
french, German, and Italian, generally use the Roman Alphabet in which those languages are |
written. However, Polybius himself was writing in Greek, and would have implemented his /

cipher square in the Greek Alphabet. Both versions are shown here. y

y
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*2(Steganography is the practice of concealing a message within another message or a physi-
cal object. In computing/ electronic contexts, a computer file, message, image, or video is

concealed within another file, message, image, or video. The word steganography comes from
Greek “steganographia”, which combines the words stegands, meaning "covered or
concealed", and -graphia meaning "writing".

The first recorded use of the term was in 1499 by Johannes Trithemius in his Steganographia,
a treatise on cryptography and steganography, disguised as a book on magic.

Generally, the hidden messages appear to be (or to be part of) something else: images, articles,
shopping lists, or some other cover text. For example, the hidden message may be in invisible ink
between the visible lines of a private letter.

The advantage of steganography over cryptography alone is that the intended secret messa-
ge does not attract attention to itself as an object of scrutiny.

Plainly visible encrypted messages, no matter how unbreakable they are, arouse interest and
may in themselves be incriminating in countries in which encryption is illegal.

Whereas cryptography is the practice of protecting the contents of a message alone, stegano- |
graphy is concerned with concealing the fact that a secret message is being sent and its ”
contents.

steganography includes the concealment of information within computer files.
In digital steganography, electronic communications may include steganographic coding inside
of a transport layer, such as a document file, image file, program, or protocol.

Media files are ideal for steganographic transmission because of their large size.

For example, a sender might start with an innocuous image file and adjust the color of every
hundredth pixel to correspond to a letter in the alphabet. The change is so subtle that
someone who is not specifically looking for it is unlikely to notice the change.
See the images below:

Figure 7: The same image viewed by white, blue, green, and red lights
reveals different hidden numbers.
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SALTING

In cryptography, a salt is random data that is used as an additional input to a one-way
function that hashes data, a password or passphrase.

Salt are used to safeguard passwords in storage.

Historically, only a cryptographic hash function of the password was stored on a system, but
over time, additional safeguards were developed to protect against duplicate or common
passwords being identifiable (as their hashes are identical).

Salting is one such protection.

A new salt is randomly generated for each password.

Typically, the salt and the password (or its version after key stretching) are concatenated
fed to a cryptographic hash function, and the output hash value (but not the original passwo
is stored with the salt in a database.

Hashing allows for later authentication without keeping and therefore risking exposure

of the plaintext password if the authentication data store is compromised.

Note that due to this, salts don't need to be encrypted or stored separately from the
hashed password itself, because even if an attacker has access to the database with

the hash values and the salts, the correct use of salts will hinder common attacks.

Salts defend against attacks that use precomputed tables (e.g. rainbow tables *3)

as they can make the size of table needed for a successful attack prohibitively large

without burdening users.

Since salts differ from one another, they also protect redundant (e.g. commonly-used, re-us
passwords as different salted hashes are created for different instances of the same passwo
Cryptographic salts are broadly used in many modern computer systems, from Unix system
credentials to Internet security. Salts are closely related to the concept of a cryptographic
nonce.

originality to a purchase. Without this, an attacker could potentially replay the encrypted
information as many times as desired to continue placing orders under the same name and
purchase information.

*3 (A rainbow table is a precomputed table for caching the output of cryptog

hash functions, usually for cracking password hashes. Tables are usually us

recovering a key derivation function (or credit card numbers, etc.) up to a certa
length consisting of a limited set of characters. It is a practical example of a

space-time trade-off, using less computer processing time and more storage t.
a brute-force attack which calculates a hash on every attempt, but more proce

time and less storage than a simple key derivation function with one entry pe
Use of a key derivation that employs a salt makes this attack infeasible.
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DES (Data Encryption Standard) has been considered insecure right from the start because of
the feasibility of brute-force attacks. Such attacks have been demonstrated in practice and are
now available on the market as a service. As of 2008, the best analytical attack is linear
cryptanalysis, which requires 243 known plain texts and has a time complexity of 239-43 (June
2001).

— e e - .
_—'-'-_.ﬁ“* ?‘,_..'_.' —

" In crypfography, encryption is the process of encoding information. This process converts
original representation of the mformatlon known as plaintext, into an alternative form kno

as ciphertext. e

- p——

Ideally, only authorized parties can.?l'éapher a ciphertext back to plaintext and access the

original information. Encryption does not itself prevent interference but denies the intelligi
content to a would-be interceptor.

For technical reasons, an encryption scheme usually uses a pseudo-random encryption key
generated by an algorithm. It is possible to decrypt the message without possessing the key but,
for a well-designed encryption scheme, considerable computational resources and skills are
required. An authorized recipient can easily decrypt the message with the key provided by the
originator to recipients but not to unauthorized users.

Historically, various forms of encryption have been used to aid in cryptography.
_ Early encryption techniques were often utilized in military messaging.
Since then, new techniques have emerged and become commonplace in all areas of modern
\computing. Modern encryption schemes utilize the concepts of public-key and symmetric-key.

Modern
encryption techniques
ensure security because modern

computers are inefficient at
cracking the encryption.
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B One of the earliest forms of encryption is symbol replacement, which was %
first found in the tomb of Khnumhotep II, who lived in 1900 BC Egypt. :
Symbol replacement encryption is “non-standard,” which means that the symbols require a
cipher or key to understand.
This type of early encryption was used throughout Ancient Greece and Rome for military
purposes.
One of the most famous military encryption developments was the Caesar Cipher, which
was a system in which a letter in normal text is shifted down a fixed number of positions
down the alphabet to get the encoded letter.
A message encoded with this type of encryption could be decoded with the fixed
number on the Caesar Cipher.

B Around 800 AD, Arab mathematician Al-Kindi developed the technique of frequency
analysis — which was an attempt to systematically crack Caesar ciphers.
This technique looked at the frequency of letters in the encrypted message to determine
the appropriate shift.
This technique was rendered ineffective after the creation of the Polyalphabetic cipher by
Leone Alberti in 1465, which incorporated different sets of languages. In order for
frequency analysis to be useful, the person trying to decrypt the message would need to
know which language the sender chose.

9th-20th century
Around 1790, Thomas Jefferson (Former American president) theorised a cipher to encode
and decode messages in order to provide a more secure way of military correspondence.
The cipher, known today as the Wheel Cipher or the Jefferson Disk, although never
actually built, was theorized as a spool that could jumble an English message up to 36
characters.
The message could be decrypted by plugging in the jumbled message to a receiver with
an identical cipher.

A similar device to the Jefferson Disk, the
M-94, was developed in 1917 independent-

ly by US Army Majmh Mauborne. This
device was used in U. ilitary communi-

cations until 1942. See Figure: 8

Figure 8: The Jefferson Disk
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The M-94 was a piece of cryptographic equipment used by the United States Army,
consisting of several lettered discs arranged as a cylmder It was also employed by the US Navy,
under the name CSP 488.

The device was conceived by Colonel Parker Hitt ang:l then developed by Ma]or Joseph Mauborgne in
: s. Officially adopted in
c and secure

would be to try over 17,000 combinations within 24 hours
The Allies used computing power to severely limit the number of::easonable combinations they needed
to check every day, leading to the breaking of the Enigma Machine.

MODERN

Today, encryption is used in
communication over the Int
security and commerce.
power continues to inc
encryption is conste
attacks.

ENCRYPTION

In the context o

serves as a mec

confidentiality. S

Internet, sensiti '

passwords and per

be exposed to poten

process of encrypting ar
involves keys. The two »‘:‘-;;_
cryptographic systems are symr

public-key (also known as asymm tric-ke .
Many complex cryptographic algorlth = —— Fgure 9Th 0
use simple modular arithmetic in their -

implementations.
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[ | Symmetric key

In symmetric-key schemes, the encryption and decryption keys are the same.
Communicating parties must have the same key in order to achieve secure
communication. The German Enigma Machine utilized a new symmetric-key each day
for encoding and decoding messages.

~ M Public key

' In public-key encryption schemes, the encryption key is published for anyone to
use and encrypt messages. However, only the receiving party has access to the
decryption key that enables messages to be read. Public-key encryption was first
described in a secret document in 1973; beforehand, all encryption schemes were

. symmetric-key (also called private-key). Although published subsequently, the

\ work of Diffie and Hellman was published in a journal with a large readership, and

RSA :
RSA (Rivest—-Shamir—-Adleman) is another notable public-key cryptosystem.
. Created in 1978, it is still used today for applications involving digital signatures.
. Using number theory, the RSA algorithm selects two prime numbers, which help generate both
the encryption and decryption keys.
A publicly available public-key encryption application called Pretty Good Privacy ( PGP ) was
written in 1991 by Phil Zimmermann, and distributed free of charge with source code. PGP was
l'-_ purchased by Symantec in 2010 and is regularly updated.

-

bdd
bl i ans

p—
= 7

B uses

Encryption has long been used by militaries and governments to facilitate secret communication.

It is now commonly used in protecting information within many kinds of civilian systems.

For example, the Computer Security Institute reported that in 2007, 71% of companies surveyed
utilized encryption for some of their data in transit, and 53% utilized encryption for some of their data
in storage.

Encryption can be used to protect data "at rest", such as information stored on computers and storage
devices (e.g. USB flash drives). In recent years, there have been numerous reports of confidential data,
such as customers' personal records, being exposed through loss or theft of laptops or backup drives;
encrypting such files at rest helps protect them if physical security measures fail.

Digital rights management systems, which prevent unauthorized use or reproduction of
copyrighted material and protect software against reverse engineering (see also copy protection), is
another somewhat different example of using encryption on data at rest.

Encryption is also used to protect data in transit, for example data being transferred via networks (e.g.
the Internet, e-commerce), mobile telephones, wireless microphones, wireless intercom systems,
Bluetooth devices and bank automatic teller machines. There have been numerous reports of data in
transit being intercepted in recent years. Data should also be encrypted when transmitted across
networks in order to protect against eavesdropping of network traffic by unauthorized users.
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Data erasure
Conventional methods for permanently deleting data from a storage device involve overwriting the
device's whole content with zeros, ones, or other patterns — a process which can take a significant
amount of time, depending on the capacity and the type of storage medium.

Cryptography offers a way of making the erasure almost instantaneous. This method is called
crypto-shredding. An example implementation of this method can be found on iOS devices, where
the cryptographic key is kept in a dedicated 'effaceable storage'. Because the key is stored on the
same device, this setup on its own does not offer full privacy or security protection if an unautho-
rized person gains physical access to the device.

B Limitations
Encryption is used in the 21st century to protect digital data and information systems.

As computing power increased over the years, encryption technology has only become more advanced
and secure. However, this advancement in technology has also exposed a potential

limitation of today's encryption methods.

The length of the encryption key is an indicator of the strength of the encryption method.

For example, the original encryption key, DES(Data Encryption Standard), was 56 bits, meaning it had
2~ 56 combination possibilities. With today's computing power, a 56-bit key is no longer secure, being
vulnerable to hacking by brute force attack.

Today the standard of modern encryption keys is up to 2048 bit with the RSA system.

Decrypting a 2048 bit encryption key is nearly impossible in light of the number of possible
combinations.

However, quantum computing is threatening to change this secure nature.

Quantum computing utilizes properties of quantum mechanics in order to process large amounts of data
simultaneously. Quantum computing has been found to achieve computing speeds thousands of times
faster than today's supercomputers.

This computing power presents a challenge to today's encryption technology. For example,

RSA encryption utilizes the multiplication of very large prime numbers to create a semiprime number for
its public key. Decoding this key without its private key requires this semiprime number to be factored in,
which can take a very long time to do with modern computers. It would take a supercomputer anywhere
between weeks to months to factor in this key.

However, quantum computing can use quantum algorithms to factor this semiprime number in the same
amount of time it takes for normal computers to generate it. This would make all data protected by
current public-key encryption vulnerable to quantum computing attacks.

Other encryption techniques like elliptic curve cryptography and symmetric key encryption are also
vulnerable to quantum computing.

While quantum computing could be a threat to encryption security in the future, quantum computing as it
currently stands is still very limited. Quantum computing currently is not commercially available, cannot
handle large amounts of code, and only exists as computational devices, not computers. Furthermore,

quantum computing advancements will be able to be utilized in favor of encryption as well. The National fi
Security Agency (NSA) is currently preparing post-quantum encryption standards for the future. =
Quantum encryption promises a level of security that will be able to 4:5_

counter the threat of quantum computing.
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B  Attacks and countermeasures

Encryption is an important tool but is not sufficient alone to ensure the security or privacy of
sensitive information throughout its lifetime. Most applications of encryption protect information
only at rest or in transit, leaving sensitive data in clear text and potentially vulnerable to improper
disclosure during processing, such as by a cloud service for example.

Homomorphic encryption*4 and secure multi-party computation #*5 are emerging techniques to
compute on encrypted data; these techniques are general and Turing complete *6 but incur high
computational and/or communication costs.

*4(Homomorphic encryption
is a form of encryption that permits users to perform computations on its encrypted data without
first decrypting it. These resulting computations are left in an encrypted form which, when
decrypted, result in an identical output to that produced had the operations been performed on the
unencrypted data.
Homomorphic encryption can be used for privacy-preserving outsourced storage and computation.
This allows data to be encrypted and out-sourced to commercial cloud environments for processing,

all while encrypted.

For sensitive data, such as health care information, homomorphic encryption can be used to enable

new services by removing privacy barriers inhibiting data sharing or increase security to existing

services. For example, predictive analytics in health care can be hard to apply via a third party
service provider due to medical data privacy concerns, but if the predictive analytics service provider
can operate on encrypted data instead, these privacy concerns are diminished.

. Moreover, even if the service provider's system is compromised, the data would remain secure.)

*5(Secure multi-party computation
- also known as secure computation, multi-party computation (MPC), or privacy-preserving
computation - is a subfield of cryptography with the goal of creating methods for parties to jointly
compute a function over their inputs while keeping those inputs private.
Unlike traditional cryptographic tasks, where cryptography assures security and integrity of v
‘ communication or storage and the adversary is outside the system of participants (an eavesdropper
dg‘ on the sender and receiver), the cryptography in this model protects participants' privacy

from each other.)
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*6(Turing-complete
In computability theory, a system of data-manipulation rules (such as a computer's instruction set,
a programming language, or a cellular automation) is said to be Turing-complete or
computationally universal if it can be used to simulate any Turing machine. This means that this
system is able to recognize or decide other data-manipulation rule sets. Turing completeness is
used as a way to express the power of such a data-manipulation rule set. Virtually all program-
ming languages today are Turing-complete. The concept is named after English mathematician
and computer scientist Alan Turing. )

In response to encryption of data at rest, cyber-adversaries have developed new types of attacks.
These more recent threats to encryption of data at rest include cryptographic attacks, stolen ciphertext
attacks, attacks on encryption keys, insider attacks, data corruption or integrity attacks, data destruc-
tion attacks, and ransomware attacks. Data fragmentation and active defense *7 data protection
technologies attempt to counter some of these attacks, by distributing, moving, or mutating ciphertext
so it is more difficult to identify, steal, corrupt, or destroy.

*7(Active defense “ —

can refer to a defensive strategy in 1 the mllltary or cybersecunty arena. =
In the cybersecurity arena, active defence may mean "asymmetric defences," namely defences that ja
increase costs to cyber-adversaries by reducing costs to cyber-defenders. For example, an active
defence data protection strategy invented by CryptoMove leverages dynamic data movement,
distribution, and re-encryption to make data harder to attack, steal, or destroy.)

Integrity protection of ciphertexts —

Encryption, by itself, can protect the confidentiality of messages, but other techniques are still
needed to protect the integrity and authenticity of a message; for example, verification of a
message authentication code (MAC) or a digital signature.

Authenticated encryption algorithms are designed to provide both encryption and integrity protec-
tion together.

Standards for cryptographic software and hardware to perform encryption are widely available,
but successfully using encryption to ensure security may be a challenging problem.

A single error in system design or execution can allow successful attacks. Sometimes an adversary
can obtain unencrypted information without directly undoing the encryption.

See for example traffic analysis, TEMPEST, or Trojan horse.

Integrity protection mechanisms such as MACs and digital signatures must be applied to the
ciphertext when it is first created, typically on the same device used to compose the message,

to protect a message end-to-end along its full transmission path;

otherwise, any node between the sender and the encryption agent could potentially tamper with it.
Encrypting at the time of creation is only secure if the encryption device itself has correct keys and
has not been tampered with. If an endpoint device has been configured to trust a root certificate
that an attacker controls, for example, then the attacker can both inspect and tamper with
encrypted data by performing a man-in-the-middle attack anywhere along the message's path.

The common practice of TLS interception by network operators represents a controlled and
institutionally sanctioned form of such an attack, but countries have also attempted to employ such
attacks as a form of control and censorship.

Blalse Pascal Magazme 98 2021



CREATING A RANDOM PASSWORD GENERATOR IN LAZARUS: Page 18/ 21
TYPES

CIPHERTEXT LENGTH AND PADDING

Even when encryption correctly hides a message's content, and it cannot be tampered with at rest or in

transit, a “message's length” is a form of metadata that can still leak sensitive information about the
message.

* Metadata is "data that provides information about other data". In other words, it is "data about
data". Many distinct types of metadata exist, including descriptive metadata, structural metadata,
administrative metadata, reference metadata, statistical metadata and legal metadata.)

For example, the well-known CRIME and BREACH attacks against HTTPS were side-channel attacks that
relied on information leakage, via the length of encrypted content.

Traffic analysis is a broad class of techniques that often employs message lengths to infer sensitive imple-
mentation about traffic flows, by aggregating information about a large number of messages.

Padding a message's payload, before encrypting it can help obscure the cleartext's true length, at the cost
of increasing the ciphertext's size and introducing or increasing bandwidth overhead.

Messages may be padded randomly or deterministically, with each approach having different trade offs.
Encrypting and padding messages to form padded uniform random blobs or PURBs (Padded Uniform
Random Blob*), is a practice guaranteeing that the cipher text leaks no metadata about its cleartext's
content, and leaks asymptotically

minimal information via its length.
*(Binary Large Object)

PASSWORD STRENGTH
is a measure of the effectiveness of a
password against guessing or brute-force attacks.
In its usual form, it estimates how many trials an attacker who does not have
direct access to the password would need, on average, to guess it correctly. The
strength of a password is a function of length, complexity, and unpredictability.

Using strong passwords lowers overall risk of a security breach, but strong passwords
do not replace the need for other effective security controls.

The effectiveness of a password of a given strength is strongly determined by the design
and implementation of the factors (knowledge, ownership, inherence).

The rate at which an attacker can submit guessed passwords to the system is a key factor
in determining system security. Some systems impose a time-out of several seconds
after a small number (e.g. three) of failed password entry attempts.

In the absence of other vulnerabilities, such systems can be effectively secured with
relatively simple passwords. However, the system must store information about the user's

passwords in some form and if that information is stolen, say by breaching system security,
the user's passwords can be at risk.

In 2019, the United Kingdom's NCSC analysed public databases of breached accounts to see
which words, phrases and strings people used. Top of the list was 123456, appearing in more
than 23 million passwords. The second-most popular string, 123456789, was not much harder to

crack, while the top five included "qwerty", "password" and 1111111.
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PASSWORD GUESS VALIDATION

Systems that use passwords for authentication must have some way to check any password entered
to gain access. If the valid passwords are simply stored in a system file or database, an attacker who
gains sufficient access to the system will obtain all user passwords, giving the attacker access to all
accounts on the attacked system and possibly other systems where users employ the same or similar
passwords.

One way to reduce this risk is to store only a cryptographic hash of each password instead of the
password itself. Standard cryptographic hashes, such as the Secure Hash Algorithm (SHA) series,
are very hard to reverse, so an attacker who gets hold of the hash value cannot directly recover the
password.

However, knowledge of the hash value lets the attacker quickly test guesses offline. Password
cracking programs are widely available that will test a large number of trial passwords against a
purloined cryptographic hash.

Improvements in computing technology keep increasing the rate at which guessed passwords can be
tested. For example, in 2010, the Georgia Tech Research Institute developed a method of using
GPGPU to crack passwords much faster. Elcomsoft invented the usage of common graphic cards
for quicker password recovery in August 2007 and soon filed a corresponding patent in the US.
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By 2011, commercial products were available that claimed the ability to test up to 112,000 passwords
per second on a standard desktop computer, using a high-end graphics processor for that time. Such a

device will crack a six-letter single-case password in one day.
Note that the work can be distributed over many computers for an additional speedup proportional to

the number of available computers with comparable GPUs.
Special key stretching hashes are available that take a relatively long time to compute,

reducing the rate at which guessing can take place.
Although it is considered best practice to use key stretching, many common systems do not.

Another situation where quick guessing is possible is when the password is used to form a
cryptographic key. In such cases, an attacker can quickly check to see if a guessed password

successfully decodes encrypted data.
For example, one commercial product claims to test 103,000 WPA PSK passwords per second.

If a password system only stores the hash of the password, an attacker can pre-compute hash values
for common passwords variants and for all passwords shorter than a certain length, allowing very rapid
recovery of the password once its hash is obtained. Very long lists of pre-computed password hashes
can be efficiently stored using rainbow tables. This method of attack can be foiled by storing a

random value, called a cryptographic salt*, along with the hash.
The salt is combined with the password when computing the hash, so an attacker precomputing a

rainbow table would have to store for each password its hash with every possible salt* value. This

becomes infeasible if the salt has a big enough range, say a 32-bit number. Unfortunately,
many authentication systems in common use do not employ salts and rainbow tables are available on
the Internet for several such systems. * see page XX of this article for explanation.

ENTROPY AS A MEASURE OF PASSWORD STRENGTH

It is usual in the computer industry to specify password strength in terms of information entropy,
which is measured in bits and is a concept from information theory.

Instead of the number of guesses needed to find the password with certainty, the base-2 logarithm of
that number is given, which is commonly referred to as the number of "entropy bits" in a password,
though this is not exactly the same quantity as information entropy.

A password with an entropy of 42 bits calculated in this way would be as strong as a string of 42 bits
chosen randomly, for example by a fair coin toss.

Put another way, a password with an entropy of 42 bits would require 242 (4,398,046,511,104)

attempts to exhaust all possibilities during a brute force search.

Thus, increasing the entropy of the password by one bit doubles the number of guesses required,

making an attacker's task twice as difficult. On average, an attacker will have to try half the possible
number of passwords before finding the correct one.
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GIT CONTINUED: CONTRIBUTING  PAGE 1/15

@e ABSTRACT 0 git

In a previous article, we introduced the distributed version
system Git, and we showed how to use it to fetch and
update sources from a remote repository. In this
article, we’ll show you how to save changes you made

and how to send these changes
to the remote repository.

O INTRODUCTION

Using Git just to download some files from a project that
you want to use is somewhat overkill: The whole point of
using git is to be able to make changes, and to send those
changes back to the remote repository from where you got
the sources.

If you do not plan to contribute to a project, it is much
easier to just download a zip with the sources. Both Gitlab
and Github automatically make an URL available to

download the sources of a branch of a project. For Gitlab,
this URL is:

https://gitlab.com/PROJECT/-/archive/ BRANCH/
REPONAME-BRANCH. zip

Here you must replace progect with the URL of the
project repository, sranca with the branch name and
repoNaME With the name of the repository. For
example, to download a zip with the latest

sources of FPC, this is the URL to use:

https://gitlab.com/freepascal.org/
fpc/source/-/archive/main/
source-main.zi

50
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A similar mechanism exists for github:
https://github.com/PROJECT/arc

So for the Free Pascal sources, the UR
https://github.com/fpc/FPCSour

But a source code management syste
and send the changes back to the origi
If you have downloaded the sources of s
changes back to the project, 2 steps mu
1. Record the changes locally (called ¢
2. Send the changes back to the remot
This is different from version systems lik
to the remote repository. We'll take a loo

O RECORDING A CHANGE: WHAT MUST
Before recording changes, you need to know what the changes are
to be recorded.Git can tell you what files you have changed (for th
and what files are in your copy of the repository that it does not ki
The Git command which tells you this, is called status.

On the command-line, it looks like this:

> git status
On branch master
Changes not staged for commit:
(use "git add <file>..." to update what will be committed)
(use "git restore <file>..." to discard changes in working dire
modified: myunit.pp

Untracked files:
(use "git add <file>..." to include in what will be committed)
myotherunit.pp

no changes added to commit (use "git add" and/or "git commit -a")

How to interpret this?

* The list of files after Changes not staged for commit is the list
of files that are changed locally.

¢ The list of files after Untracked files is a list of files that exist
in your copy of the sources, but which Git is not tracking.

If you work with TortoiseGit, then you can see the status of the files righ
the Windows Explorer, because the file icons will have a marker if they ar

DAFPCumyproject

]

Mame [rate modfied Type Saze
it 2570872021 20:27 File folder
| !‘ﬁ- myctherunit.pp 25/09/2021 20:14 Pascal Source Code 1 KB
Eﬂ- myunit.pp 25/09/2021 20:21 Pascal Source Code 1 KB

Figure 1: Icons have a marker if they are changed.
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Unversioned files have no marker. For more detail, you can use the conte
the explorer to select Git check for modification. Doing so will pop:
shown in figure 2 on page 3, which shows essentially the same informati

git status command. You can modify the view by checking or unchecki
the options in the lower-left corner.

| o DAFPC\mipproject - Wardking Tres - TorolzeGit — a =
mdn
Fath Extension - Status Leves pdded  Lines removed  Last Modified
Miodified Files
"ﬁ- myunit.pp pp Modiied 1 1 250872021 2021133
Mot Versioned Files
‘E&. myotherunitpp .pp Unkenown 25082021 201825
gk kaarel o files fine: 1{=) 1{-) fites: normal=0, non-versicned=1, modified=1, added=0,

delated={; flacted=0
[]5haw ignore local changes flagged files = i

[ 5haw ignored files
[] Show all staged files

Show WWhole Project

Lave unified diff | Stazh | - Cammait Helresh

Figure

©® RECORDING A CHANGE: ADD
The simplest case of a change you can m adding a
Git needs to be told that you wish to start tracking changes to a
added the repository.
Adding a file is done — not surprisingly — with the add command

git add myotherunit.pp b

After this, Git knows you want to track changes to the fi
You can check this using the status command again:

> git status

On branch master

Changes to be committed:

(use "git restore --staged <file>..." to unstage)

new file: myotherunit.pp

Changes not staged for commit:

(use "git add <file>..." to update what will be committed)
(use "git restore <file>..." to discard changes in working d
modified: myunit.pp
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The list of files after Changes to be committed is the change that Gi
when you actually commit the change in the next step. This list of cha
the INDEX. 4
The process of adding a file can be done for as many files as you wan
commit the changes, the change is not complete, i.e. it is not yet recc
To do this in TortoiseGit, the context menu of the file explorer can b

% ryothepini. s 25/D0AVT M T B Pascal Source Code
E myunit. '_% Open e Pascal Source Code
B Share with Skype
[ Edit with Notepad«+
Ea Scan with Microsoft Defender...
& Share

Open with. .,

# TortoiseGit > | @ Diff later

©git

@ WinZip > | 4 Add..

Figure 3: In TortoiseGit the context menu of the file explorer can be used:

Or the context menu of the status dialog:

In fact, in any TortoiseGit dialog
that shows a list of files,

the context menu can be used to
do some common Git operations.
Once you chose Add, TortoiseGit
will confirm that the file has

been added, see figure 2 on page 5.
You can also see it in the explorer
window:

Add

Commit...

Export selection to..

View revision in alternative editor
Open

Open with...

Explore to

Delete

Add to ignore list »

XU BR'EFY+

Figure 4: The Context Menu Copy to clipboard ]
Move to changelist »

Shell
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&' Add Finished!

Action Path

Command  Sdd

Adrled myctherunit.pp

Fimshed!  Success (109 ms & 25092021 20648

Figure 5: TortoiseGit file added confirmation dialog

FPCryproject
*  Name
Jit
@ myctherunit.pp
E myunit.pp

Figure 6: The icons change

You can also see it in the explor-

® RECORDING A CHANGE: ADDING A CHANG

The git status command showed that a modified file (m
To record the change in this file, it must also be added to t

git add myunit.pp »

This tells Git that you wish to record the changes of the file i
When you run git status again, you'll see the following:

> git status

On branch master

Changes to be committed:

(use "git restore --staged <file>..." to unstag’

new file: myotherunit.pp
modified: myunit.pp

In TortoiseGit, there is nothing to do. There, all actions are performed when committing.

Blaise Pascal Magazine 98 2021 @



GETTING STARTED WITH GIT PAGE 6/15 .t
© gl

©® COMMITTING THE CHANGE
When you’'re done recording changed items, it is time to finalize the
recording of the changes. This is done with the commit command:

git commit -m ’Some new hash function’

The -m command-line option allows you to enter a
commit message. If you do not use this option, Git will automatically invoke your
editor program and you can write a commit message there. It is good practice to enter a
descriptive commit message: it helps developers to search for a particular change.
Git will reply with a summary of the actions it did:

[master 2398228] * Some new hash function
2 files changed, 23 insertions(+), 1 deletion(-)
create mode 100644 myotherunit.pp

After this, the status of all files will be reported as up-to-date:

> git status
On branch master
nothing to commit, working tree clean

In TortoiseGit, commiting happens in the commit dialog, which is
invoked from the explorer context menu:

i; myothemunit.pp I5/00/2027 20

e myunit] & Open
’ Figure 7: The Explorer context menu

Edst with Motepad=+ (Right click)

Scan with Microseft Defender..,

3 £ |

Share

& Git Commit -> “main’...

It can also be invoked from the ‘Check modifications’ dialog shown earlier. When selected,
the dialog shown in figure 8 on page 7 pops up. In this dialog you can easily select

which files need to be committed, and if need be you can still add files that were not yet
added to the change to be committed: by checking the ‘Show Unversioned Fles’ checkbox,
untracked files can also be shown.

In the dialog, you can add the comment to the commit, and by pressing the ‘Commit’
button, the commit will be performed. If the commit is successful, TortoiseGit will show a

confirmation dialog, which shows basically the same information as you would see on the
command-line. An example is shown in figure 9 on page 7
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&' DAFPC myproject - Commit - TortoiseGit - O b4

Committa:  main [l new branch
Message:

Some new hash function

1723

[ Amend Last Commit

[] Set author date

[ Set author Ackel Sy ity
Changes made (double-click on file for diff};

Check: Al Mone nversioned Versioned Added [Deleted Modified Files Sobimodales

| Path Extension  Status Lines added  Lines removed

EB myotherunit.gp pp Added 22 0

| EF% miyunit.pp Bp M odified 1 |

[ Shiow Urnetsined Fles 2 files selected, 2 files total
[] Do not autoselect submodules View Patch>>
[Ishow Whole Projeet : :

[ Message only I Commit | vl Cancel Help

Relommit

Figure 8: TortoiseGit commit dialog St & fuly

&' D\FPCumyproject - Git Command Progress - TortoiseGit

[main =21d4Fdl] Some new hash function
2 flles changed, 23 insertionsz(+), 1 deletion(-)
create mode 198624 myotheérunit.pp

Success (172 ms @ 25/09/2021 21:18:18)

Puz.. - Abeit

Figure 9: TortoiseGit commit
result confirmation dialog
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6 SENDING CHANGES TO A RE
After the commit operation, the changes

repository contains a new version of 1
system, every copy

That means that when you commit-a:'.'
own copy of the repository. But if you clone
wish to contribute your changes to the proje
recorded and store

This operation is called ‘pushing’ you

git push. This will compare the list o

the list of changes recorded locally, and

How do you know where the chang
will tell you this:

> git remote -v
origin git@gitlab.com:mvancanneyt/myarticleproject.git (fetch)
origin git@Rgitlab.com:mvancanneyt/myarticleproject.git (push)

)

In this output, origin is the name of the remote
au

Because Git is a distributed version control sy:
each will have its own name. In that case, the re

> git remote -v
ondrej https://gitlab.com/onpok/fpc.git (fetch) ’
ondrej https://gitlab.com/onpok/fpc.git (push)

origin git@gitlab.com:freepascal.org/fpc/source.git (fetch)

origin git@gitlab.com:freepascal.org/fpc/source.git (push)

The pull and push URLs can differ in theory, that is why git sh
A second (and probably more likely) question is of course: Ex
sent to the remote server when you push? For this you can u

git log origin/main..HEAD <

The above command lists all commits between the remote revision origin/main and
the local HEAD revision: these are aliases for the last (locally known) commit on the main
branch on the server and the last local (HEAD) commit.
If you have multiple remote servers configured, you simply need to replace the origin
with the correct name of the remote repository.

git push ’

If all goes well, then Git will print some diagnostic messages, telling you what it is doing:

Enumerating objects: 8, done.
Counting objects: 100% (8/8), done. ’
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|' Windows Security w Figure 10: TortoiseGit credentials dialog

Git Credential Manager

Eniter crederitials for “httes//gitlab.com,”

Delta compression using up to 8 threads
Compressing objects:

100% (7/7), done.

Writing objects:

100% (7/7), 918 bytes | 918.00 KiB/s, do
Total 7 (delta 1), reused 0 (delta 0)
To gitlab.com:mvancanneyt/myproject.gi
4fcf99a..8143d7d main -> main

If you wish to push only to a single remote, you can give the nar_

git push ondrej ™

| | mvancanneyt
ER

If no repository is specified, then Git will assume ‘origin’ as the name.
Depending on the configuration and where you cloned from, Git will ask you for a username and
password if the remote repository requires you to be authenticated: for Gitlab and Github this will
definitely be the case. Git supports several transport mechanisms:
HTTP(s) and ssh are among the most used.

FPCumyproject
ssh

3 Bz yifife a 3 "

i Swhe e sied In this case, no credentials will be asked:

it 3NN T Git will use the ssh keys that you

% myotherunit.pp View > | configured for your SSH setup.
@ miyunit.pp Sort by b

ke README.md Group by > | https
Refresh Here, the credentials must be entered
= once when you connnect to the remote
Customize this faider... repository. (see figure 10 on page 9 for

= an idea of what this looks like in

Faste shortcut TO?‘tOiS@Git)

Cs e g — By default Git (or T0|jt0|seG|t) will then

s save them so they will be used the next

<% Git GUI Here

time you need to authenticate.
% Git Bash Here
To push changes to a remote
™ i s repository in TortoiseGit, the
‘Sync’ menu item in the
Explorer’s context menu
must be used.

Girve access to >

Figure 11: the 'Sync' menu in the
explorer popup menu.
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When selected, the synchronization dialog pops up, it looks like
figure 12 on page 11. This dialog allows you to synchronize your local repository with a remote

repository: It allows you to select the repository to which you will push changes and it shows the

list of local changes that will be pushed to the selected repository: this is essentially the output
of the git log command mentioned earlier.

There are some other options, but we will not discuss them at this point.
For the push operation, the Push button below the list of changed files must be used. If all
goes well, then TortoiseGit will show the result of the operation, just as it is shown when
pushing on the command-line, see figure 13 on page 1 1.
It'can happen that the push operation fails: if the remote repository has received changes
from other contributors which are not yet present in your local repository, then the server
will refuse to apply your changes. In that case you will first need to pull the changes from
the remote repository, and when that was successful, you can attempt to push your changes again.
That is also the reason why TortoiseGit has a single ‘synchronization’ dialog and not separate
dialogs for push and pull: The 2 operations often must be executed one after the other,
and this is easier when the operations can be performed from a single dialog.

& DOFPOumyproject - Git Synchronization - TortemeGn

Rernpte Branch:

Lecal Branch:

main

Rermete URL: g

Autoload Bubty Key [Fesce

.Erﬂph Acticns Messege Aithor Date
) [ =D - tessinfo Michael . 25/09/2..

"W o4 B M Out Commits {Dut Changesst /

Push - Submodule Undate | w Lpply Patch

Pull | Ernizil Patch

Show Ing Cormmit Skash l;h.nngq- |1-
Close Help

| cornmits ahead “angin/main’

Figure 12: TortoiseGit synchronization dialog
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| &' DFPC myproject - Git Synchronization - TortoiseGit - O X 0 glt

Local Branch: | main w| | w | RemoteBranch ima.in wl

Remate URL: || | ongn ~ Manage
Autoload Putty Key [Farce

glt.exe push -v --progress "n."ig.'tn" main:main

Enumerating objects: 5, done.

Counting objects: 180% (5/5), done.

Delta compréssion usimg up te 2 threads

Compressing objects: 188% (3/3), done.

Writing objects: 10@% (3/3), 375 bytes | 187.909 KiB/s, done.
Toatal 3 (delts E}, regsed @ (delts B]J pack-reussd @

POST glt-recelve-pack (558 bytes)

Pushing to hitps://gitlab. cor/mvancanneyt/myarticleproject.git
Te httpsi//gitlab. con/mvancannsyt/ myNEEaEEEoroject . git
EL43d7d. .18249b6b main -> main

updating local tracking ref 'refs/resotes/origin/main’

Success (417} ms @ 25/789,/2021 22:26:27)

H 4 b ¥ %LogAOut Commits &

Pull [ Push [+ SubmeduleUpdste | Apply Pakch Emall Pateh

Show log Commit Stash changes | -
Close Help

0 commits zhead “ongin/main”

Figure 13: TortoiseGit synchronization result confirmation dialog

7 COLLABORATION: USING FORKS
When you clone a repository from Gitlab or Github
to your local machine, chances are that you have
done so for a repository that you don’t have write
access to: most projects do not allow arbitrary
developers to push changes directly back to their
hosted repository.
Instead, only a limited amount of people will have
write access to the repository on Gitlab or Github,
a situation depicted in figure 14 on page 11. So if you don’t have write access to the rem
repository, how can you contribute your changes to the pro

Gl s rsar reposiiong
Figure 14 All project developers have
read-write access to the remote repository

The TortoiseGit ‘synchronization’ dialog (figure 12 on page 10) shows one pos

The ‘Email patch’ button can be used to create a patch file and mail it to one of the de
of the project. The project developer can then use the ‘Apply patch’ button to a

patch to his or her local repository and push it to the remote re

he will presumably have the necessary authorizations to perform

This of course implies that you must know the email address of one of the d

However, the creators of Gitlab and Github hav

an easier way to send your changes back to the project repository

Git is a distributed version system: this means that there can exist many copies of a reposi
and they can all be kept in sync in a more or less automated manner. What sites a

Gitlab and Github do is to allow you to create a copy of a repository on their servers: this
copy is called a fork.
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[iSubsceba | gy Sl P trFon | 8

O~ |[f&Sar 0 YFark 0

Figure :16 Github fork button

A similar button exists in github’s project page:

tton in the project page of the project you

an account on Gitlab or GITHUB. The copy
opers will see that you have created a fork.
will have full control over the fork.

17 on page 12.

Figure 15: Gitlab fork buttons

your local copy to your forked

ows at the right).

ull changes from the original project
ges from the original repository

our local copy: your fork and the
ally keep your forked repository up
ct repository (the light-blue arrow
rk (green up arrow).

This is
12.
request.

New merge request

Source branch
mvancanneyt/my-forked-article-p main
(-.- ;J *More detailed explanation of purpose 74a65d6 | B
./ Michael Van Canneyt authored Sep 28, 2027, 413 P
Target branch
mvancanneyt/myarticleproject main
Merge branch ‘'main’ into ‘main’ ses 31840173 | [
Michael Van Canneyt authored Sep 26, 2021, 11 25 AM

Compare branches and continue
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New merge request

From mvancanneyt/my-forked-article-project:main inlo mvancanneyt/myarticleproject:m

Title * Small extension to text

Start the title with Draft: toprevent a merge reguest thatis aworkin
Add description templates 1o help your contributors communicate effe

Description Write Preview

Describe the goal of the changes and what reviewers sho

Markdown and quick actions are supporied

Figure 19: Provide info about your request

change) and target repository
e the change is supposed to go.

13) where you can give the
does, what problem it solves, or
, provide any info to help the

e your change into the project.

merge request starting in your
e request will end up in the original
sts of your project.

-line as well, but the process is rather
e skills.
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A merge request is just what the name says: a request to merge a change. 0 glt

This has several consequences:

® The change is not automatically merged into the repository of the develop}
® Instead, it is recorded in the Gitlab or Github platform.
® The developers are notified of your request:
they receive an email with the details of your request.
® Therequest is shown to them when they go on the website
(see figure 20 on page 13 for how this looks for a developer of a prOJec o
® They can examine your changes using the website,
or check out your version of the files.
® The developers can create comments on your merge request, add comment
the diff (figure 21 on page 15 shows what a developer sees from your me

Michael Van Canneyt > MyAricleProject » Marge requasts

Open 1 Merged 0 Closed 0 All 1

Recent searches Search or filter results

*Small extension to text
11 - created Sep 26, 2021, 11:23 AM by Michael Van Canneyt

Figure 20: The project developers see a list of merge requests

® The developers can request additional changes: if you make additional changes in
same branch and push them to your forked repository they will automatically be a
to the merge request.

® There can be an approval process.

® Automated tests can be run.

There is a large list of possibilities: a whole ecosystem of options exist to help the proj
developers to examine and process your request.

If all went well, the project developers decide to accept your merge request.

The merge request is then approved (although this is optional) and the change is actu
into their repository: this can be done in 2 ways:

® Using the button in the website. In that case, the request looks like figure 22 on p
® By applying the changes on a local repository and pushing them to the server.
Depending on the way this is done, the merge request will also be closed automat

The setup of platforms like
Gitlab and Github offer a lot of configuration to automatically handle merge re
(Continuous Integration) was set up, then they can for example configur
automatically run a test suite on the sources of every merge request and even all
request to be merged automatically if the test suite runs without fail. The details of
course on the service level of your project account and the hosting platform you are us
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EED created Sep 26,2021, 1123 AMby (5-) Michael Van Canneyt  baintaine 0 g

* Small extension to text

Ovarview 0 Commits 1 Changes 1

lﬁ “iquﬂt to mergemyvancannayt (maln f?’ intemain
No pipeline Add the gifiab-ci ymil file 1o create one

Are you adding technical debt or code vulnerabilities?
Use Cl pipelines to test your code by simply addeng 8 GitLab Cl configuration file
to your progect, 1t only 1akes a minute to make your code mare secure and

robusal

Show me how 1o add a pipelne

a"" Apprave | Approvalis optional (P

©

* 1 commit and 1 merge commit will he added 1o main Modify merge commit Figure 21:

Details about the merge request

&0 | ®o @
———————————

Michas Van Canneyt © MyaricleProject © Megerequests » 1

(SEGILE Created Sep 26, 2027, 17123 AM by l",‘_r_:} Michael Van Canneyt Mantans

* Small extension to text

Overview 0o Commita 1 Changes 1

I‘l Request to merge mvancanneyt:marn [ Inlo mazn

B~ Approval is eptionsl

b= Mergedby ) Michael Van Canneyt Sep 26, 2021, 11:25AM | Reverl | Cherry-pick

The changes were merged mto main with 31840173 [}

Figure 22: The merge request was accepted
and merged

(8] CONCLUSION

In this article, we have shown how to communicate changes to a remote repository, and how
this can even be done when you do not have write access to the project’s repository: Forks
are the feature of platforms such as Gitlab and Github which make Git such a succesful

collaboration tool. But we have not yet covered all of Git - not by a long shot.
In the next Git article, we’ll cover the use of splitting large changes into smaller
commits and the use of branches in Git, as it is also a major topic when co-operating on

a project managed by Git.
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One of the key tasks of a report generator is data retrieval. Most often, databases are used to
store and retrieve data. But what if it is remote cloud storage, which is used to store certain
data? How to upload a company logo via http to a report to ensure that it is always up-to-date?

To solve these problems in FastReport VCL 2021.3 we have added support for protocols and the
function of loading data through protocols into objects such as: Maps, Picture, Text, PDF obj
HTML object. Some objects have a new DataLink property that includes additional propertie
for handling links. Such links always start with the schema name followed by a separator.

Example <schema>: [//path]. In most cases, the scheme is protocols such as http and https.

Data loading via links in FastReport VCL
FastReport VCL is based on a modular architecture, the functionality of http and https is no
and itisincluded in a separate package along with Internet transports. Therefore, for links t
the http and https protocols, you need to connect the frxTransportHTTP module in the use
the application or add one of the Internet transports to the application form.

[V | o

FIRF IS
FIEPlusServices
rmadshi

l'-'%ﬂ TirDropbox| OTransport
25 TruOneDrivelOTransport
% TeBoxComlOMranspart
2, FocGoogleDrivelOTransport
" 2% WFIPIOTransport

2%, e DropboxlOTransportindy
k) T OneDrivelOTransportindy
24 TrcBox Coml OTransportindy
) TruGoogleDrivelOTransportindy
FastReport VCL
FastReport VCL Exports
FastReport VCL Tools
FastReport VCL Chent/Server

Important! The following Open SSL libraries are required for the https protocol to work: ssleay32.dll
and libeay32.dll. You can find them in the directory with the main demo application.

Let's start the report designer and create a new report. Then add the "Report Title" band on the report page
and a picture object to it. The report should look as follows:
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Let's select the "Picture" object and go to the object inspector. Find the DataLink
property in the object inspector. For a quick search, you can use the filter built into
the object inspector by entering the name of the desired property.
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Let's look at the meaning of the DatalLink children properties:

Link — a link with a schema (protocol), in the format <schema>: [//path]. The data will
be loaded from the specified link.

LoadingType — loading type. It indicates when the data will be loaded.
It can have the following values:

[] - Empty. The data is loaded in the template editing mode, when the user

clicks on the load editor. It is used if you need to retrieve data only
once and store it in the template.
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e [dItOnGetData] — By default. The data is loaded into the object at the time of building the report.
In this case, the object data is not saved in the template. The object receives new data via link
each time the report is generated.

e [dItOnPreview] — Data is loaded during report preview, export or printing. In this case, the
generated report stores a link to the data and loads it every time the user is loading the generated
report. It can be used to get up-to-date data in the generated report without rebuilding it.

e [dItOnGetData, dItOnPreview] — Hybrid mode. When building a report, the object receives
data via link and saves it in the generated report. The link to the data is also saved.

When loading the generated report with this object, the object will try to load data in the
same way as with [dItOnPreview], but the data obtained during the report generation
will be shown if data loading was unsuccessful.

e ProcessingType — a value that determines how the link will be processed during report
generation: dpString — as a regular string, dpExpression — as an expression of the
report script. Let's set the Datalink.Link property of the "Picture" object with a link
to a picture from the website, for example. Let's execute the report.

Let's set the Datalink.Link property of the "Picture" object with a link to a picture from the website,
for example. Let's execute the report.
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Similarly, you can load other objects, such
as: Text, Picture, Maps, HTMLView,
PDFView.

Fast Reports

Reporfing hust be Fast The links can be used to access the Web

API to get data, for example OSM maps.

Let's create a new report with the "Report
Title" band and a Ma ject with an
empty layer (You can w to create
the Map object in ou ntation).
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Now let's select the map layer MapFileLayer1 and go to the Datalink.Link property in the object inspector.
You can use the OpenStreetMap API to load OSM maps. Let's try to display the selected area in FastReport
VCL. The API link will look as follows:
https://www.openstreetmap.org/api/0.6/map?bbox=-6.7234%2C61.6283%2C-6.697%2C61.6379 .

Insert it into the Datalink.Link property. Let's generate the report.
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The data from the server has been loaded into the map object automatically.

More than hyperlinks

In FastReport VCL, all schemas and protocols of the DatalLink property are processed through a factory.
This allows developers to expand the functionality of the application by adding new schemes and
protocols without any changes in the FastReport VCL source codes. In addition, FastReport VCL
automatically registers internet transports in the factory as new protocols. This enables to access private
cloud storage and load data from them into a report, without transferring or storing any authorization
data within the report. You can see the scheme of interaction of the DatalLink property with the protocol
factory below.
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How to add internet transport and use links to a private Google Drive?
This can be done in just a few steps:

1. Open the component palette with Internet transports.
2. Add TfrxGoogleDrivelOTransport to the application form.

3. Assign a name to the component. The name will be used as the schema protocol for t

In the example, we named it "GDRIVE".
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Edit connection to Google Drive through the “Edit connection” menu (see another article for more details).
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5. Runthe report designer and create a report by following the steps as at the beginning

article when you created a report with a picture.

6. You need to specify the link to the file in Google Dive in the DataLink.Link property, but
instead of the scheme (protocol) specify the name of the transport. In our case, it is “G
The link will look like this: GDRIVE://LogoF.PNG. Then you can execute the report.
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Important! If the data is not loaded, make sure that you've connected to the cloud storage properl.
and the authorization token was saved when connecting.

Similarly, you can connect to other Internet transports. This is one of the few powerful tools that
were introduced in FastReport VCL 2021.3 and which you can use to improve your projects.

Den Zubov

VCL Development
Fast Reports Team: Den Zubov - VCL Development at Fast Reports
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Micr;soft\ﬁindows\CurrentVersion\Explorer\Shell Icons
In the subject computer, the value named 29 in the above registry location
%userprofile%\\Desktop\\WinBubblel6\\WinBubblel6\\icons\\no

Delete the value named 29 and the registry should look like Figure 3.
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@ RAD Studio T

Figure 1; The splash screen @m barcadero

AN OVERVIEW

A new version of Delphi has

arrived.

This time it wasn't because of the annual changes.

Embarcadero went from Delphi 10.4.2 to Delphi 11 (Alexandria).

The reason for this is that they want to follow the Microsoft announcement for the
next windows version: Win11.

Of course we had all heard of that. In this article we will create an overview of the new
items that are special to this new version.

Community Edition? Probably 10.4?

I have not yet started testing it under the new windows version because | need more time
to test that environment. The next version of Win1 1 will be released on October 5, 2021.
Since | have a complete new computer which has a CPU named AMD Ryzen 9 5950X

16 -Core Processor, | was surprised it didn’t pass the test.

If they go for that they wont have a loft of new users.

Il have to find out what the problems are that I can
update. [ will do so in a next issue 99/100 anniversary
edition. So because of that we will not be able to check if
all the new features will fit With Delphi Alexandria.

Blaise Pascal Magazine 98 2021 @ 76



THE INTRODUCTION OF THE NEXT VERSION

COMPONENT SEARCH PATHS

@ RAD Studio 1

£ ]

Embusi 2 O
Eagrwra]: 33 clay

M FastRaport VT

bapradeen® Dr+Buiders

| & Enfesprsse
T PETTHENING OF) HOeE

!;E Comgsanenisd Develapers kmMamTableftmS0L T 35.00 Frofessional Edson

W Componentsd Deveinpers kbmMW 5. 18 00 Enteeprzs Ediion

TS FNC Core 2801
-
Eoginred
THES FNC LIV Pack 351
-
Fogndered

B s VOL UI PACK 10,6.2

Fegretered

=T.--:w-rr Core 1350

A1 cwnion T packagun ioaced

Bmbarcadery

So because of that we will not be able to check if all the new features will
fit With Delphi Alexandria. In the rest of the article items that are interesting and important
will be explained and shown.
The startup window shows after a while quite a number of components:
About installing these components needs to be explained some new issues
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It are small but confusing things. Once you try to install
there are two things to be handled

[ Addto Project... Shift+F11
[EE Remowe from Project..,
B3 Addto Repositony...

® The settings for the IDE to find the path to your [ View Source
new component. It has always made me wonder why Sj| Format Project Sources...
these settings are not in a section you would expect

them to be? (Figure XX) The browsing path is to be found U Add New Project...
under Language. Can anyone explain that to me? | had 3 Add Exising Project...
hoped they would have altered that. . :
B A Metrics.,
d to arrange some settings for the 8 oadudis.
want this component to be & Compile PGGLedenddmin Ctil+F9
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COMPONENT SEARCH PATHS

Delphi Compiler
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Update Seleceed Using Environment Variables

Update &l Using Enviranment WVariable:

x prand Selected From Environment Variables

Delete Imvalid Paths
Delete Duplicate Paths




D11

% PC Health Check

This PC doesn't currently meet
Windows 11 system requirements

Check to see if there are things you can do. and if not you'll keep
getting Windows 10 updates.,

0 This PC mst support Secure Boot
More about enablmg Secure Boot

TP 2/0 must be supported and enabled on this PC
More shout enablng TRM 20
TPM: TPM not detected

The processor is supported for Windows 11,
Processor AMED Ryzen 9 3950 e Processor

There is at least 4 GE of system memory [FAM).

Hide all resulis Devica specifications




8 Windows 17

p—
.1

Figure 8:

-
@ Windows 11 rounded corners demo — O X

This app demonstrates the Windows 11 possible application window
rounded corner settings. This settting will have no effect on Windows
10 or older.

What kind of corners do you want?

© Default behavior Update form corners

(O Turn off rounded corners
(O Turn on rounded corners

(O Turn on 'small' rounded corners

Figure 9:

E Untitled - Motepad

File Edit Format View Help

Figure 10:
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0 ponent
update removes XP dependencies and introduces new features to TRichEdit control
VCL Styles add design-time support:
prototype stylish Uls even faster by seeing immediately at design-time how your styled
forms and controls will look when running
Support for CheckBoxes in TreeViews added, with each node supporting 3 states
(Partial, Dimmed, Exclusion) to help customise the Ul
New TDBLabeledEdit component offering a data-aware version of the TLabelEdit
for faster prototyping
Numerous VCL improvements including default form size and font, exception dialog
copy button, margins on Memo and RichEdit and many more

,‘ Figure 11:

High-DPI support to the IDE, covering the latest 4k+ monitors,

and cleaner and sharper fonts and icons throughout

Multi-monitor and multi-window improvements: design and edit code
for the same form at the same time in multiple windows

Completely rebuilt Welcome Page with a native look and feel,

and a Ul that fits the IDE, and customizable layout and content

RTL Quality focus:

TZipFile, 64bit improvements for large data structures, Bluetooth LE
Record Helper for TDateTime in System.DateUtils

Record Helper for TCurrency in System.SysUtils makes working with
Currency simpler and easier

FireDAC in the new release offers specific improvements for the PostgreSQL,
Oracle, and Firebird databases

HTTP and REST client libraries have been extended with timeout mechanisms,
support for HTTP/2, TLS 1.3, Base64 URL Encoding

New component TRESTRequestDataSetAdapter

simplifies uploading datasets to RAD Server

New low-traffic RAD Server Lite allows unlimited deployment of your multi-tier
solutions, alongside with the fully scalable RAD Server engine

For DataSnap, the REST URL mapping logic is now fully configurable
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Compile for Android API 30!
Android APl and Libraries updated - APl 30, Google Play V3, Android X.
Keep current with the latest requirements for Android as the platform evolves.

This includes the latest billing API (required by Google Play Store).

Enhanced Delphi and C+ + RTL for Android, with support for Android API level 30. Support for
the new “AndroidX” libraries.

In-app purchase component to help monetize your applications. Android solution Google Play
Billing Library Version 4. Enhanced FireMonkey Application Platform for creating native Android
ARMv7 applications for Android 11, 10, Pie (9.0), Oreo (8.1)

Figure 12:

WINDOWS SUBSYSTEM FOR LINUX

Delphi has for Windows11 the enhanced WSL2 and soon WSL2 for Android
Delphi 11 support for remote debugging in WSL2

WHAT IS THE WINDOWS SUBSYSTEM FOR LINUX?

The Windows Subsystem for Linux lets developers run a GNU/Linux environment --
including most command-line tools, utilities, and applications -- directly on Windows,
unmodified, without the overhead of a traditional virtual machine or dualboot setup.
You can:

Blaise Pascal Magazine 98 2021

Choose your favorite GNU/Linux distributions from the Microsoft Store.

Run common command-line tools such as grep, sed, awk, or other ELF-64 binaries.
Run Bash shell scripts and GNU/Linux command-line applications including;:

* Tools: vim, emacs, tmux

* Languages: NodelS, Javascript, Python, Ruby, C/C++, C# & F#, Rust, Go, etc.
* Services: SSHD, MySQL, Apache, lighttpd, MongoDB, PostgreSQL.

Install additional software using your own GNU/Linux distribution package manager.
Invoke Windows applications using a Unix-like command-line shell.
Invoke GNU/Linux applications on Windows.
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Figure 13:

Improved FMX High-DPI
support for Windows and Desktop with a visibly superior desktop Ul
e Support for Microsoft’s WebView 2 control (Edge Chromium) in the WebBrowser component
° Support for the latest Android 30 API and latest Billing APlIs,
and migration to use the AndroidX libraries
e Android support for multiple classes.dex files,
simplifying integration of external Android dependencies

DEPLOY ON M-SERIES APPLE SILICON!

Compile for macOS (M-series Apple Silicon) and use the new universal package for
AppStore submission. You can now compile for both existing Intel and new M-series
macOS processors (Apple Silicon). Compiling for the newest processor versions
enables the fastest performance across all platforms, and supports universal packaging for
the macOS app store.

With RAD Studio 11 it is possible to compile binaries for macOS ARM. Since the new M1
processor is incredibly fast it is more than important to create native apps for it.

That's why RAD Studio 11 is a must have for every Delphi Developer!

BE READY FOR WINDOWS 11!

Support for Windows 11 provisioning with integrated MSIX generation. WebBrowser component for
Windows, with support for both the IE ActiveX and the new Microsoft WebView 2 control
(Chromium-based Edge).

Enhanced VCL Form Designer to visually build native Windows applications,

with live snap-to hints and layout guidelines. Enhanced Delphi RTL for 32-bit Windows and 64-bit
Windows. (See the designer next article page 8 =)

Delphi macOS 64bit ARM compiler and toolchain
that includes building universal binaries for Intel/Arm AppStore submissions.
Delphi language support for binary decimals and digits separator.
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THE BITMAP STYLE DESIGNER

CE Bitmap Shyle Designer - [urititledvsf] == O *
File ‘Wiew Image Style Help

“h-xe® k- ggelim

_'gett: . I :
i

» | Objects L
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‘mbarcadero Technologles Inc. |

o e — e
| Colors !Nme Unbitled
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. I Z20

& ICL Options...
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fi4 Manage Platforms..,
Pattern Organizer...
B8 Build Tools..
Translation Manager b

EE Configure Tools...

L5 Bitmap Shyds Desgner - [untitledwsf]
Fide View Irmage Style Help

“-mw| b~
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EireDAC Explorer
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FireDAC Monita S b
irg| onitar || X e e
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[ P ]
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Figure 15:

Figure 16:

First step: go to Tool
Then select Bitmap Styl
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THE BITMAP STYLE DESIGNER
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HIGH DPI

o [ A
Companent Toolbar Hi gh DPI

Ervewronment Yariables
File Association

YiCL Detigreer Hhgh DB 42
Project Upgrading G- Deigns High D maie

LreeBndings Loww P [35 PR g
"3.—'-.---'.-'; and Desktop Autocmatic {Screen PP
Lews 0PI (26 PPN

Gettt Package Manager User Editaiile

User Interdsce
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Difference Vieser
Mlerge Vieswer
Editar
Reopen hbenu
Themie Managper
B phorer
Form Designes
Farell] Live Previes
Device Manager
High DM
Languiage
Toxicity Maetrics

Delphi (") Festure not supparted by Firebonkey

Smve Cancel Help Figure 19:

VCL DESIGNER DPI MODE

The VCL form designer can handle High DPI scaling in three different ways. Select a value in ‘VCL
Designer High DPI mode’:

@® Automatic (Screen PPI):
The designed forms are scaled to the current screen the designer is placed on. It uses the
same scale as the other IDE windows on the same screen.

® Low DPI (96 PPI):
This is the default High DPI mode. Forms are scaled to 96DPI, which is 100% scaling for Windows.
If your screen has a higher DPI, then the form will be visually smaller than the Ul
elements of the IDE.

® User Editable:
Choose any DPI to scale forms to.
When you select the User Editable option, the PixelsPerlnch becomes a writable property,
and you can enter a PPl value to scale the form to that PPI in the designer.

If the scaling is set to Automatic or Low DPI, this property becomes IDE-managed
and is read-only.

The PixelsPerlnch overload property ensures a form is always designed and saved at a specific PPI.

NOTE: Set Tform.Scaled to True for scaling to take effect in the designer.
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FONTS
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HIGH DPI

This setting applies to all forms that the IDE opens.
Forms and controls are scaled at design time using the same perMonitorv2 high DPI
https://docwiki.embarcadero.com/RADStudio/Alexandria/en/

IDE_Command_Line_Switches_and Options#General options_for BDS.EXE

support that is used when scaling at runtime.

The design DPI is saved in the form DFM and affects the pixel coordinates
controls (such as Left and Height.) This means that opening a form chang
that will be saved to the DFM file. If your team uses multiple different scali
among team members, you can set the User Editable option on each com
consistent common scaling for all forms among all team members.

Attention: When designing forms that will run at High DPI, do not turn Pare
for a form. O ———

Scale grid size / snap tolerance to design PPI
You can change the visual grid on a form by selecting the Sc
PPI option.
By default, this draws a dot every 8x8 pixels, though this is
checked, the value (e.g. 8x8) is scaled the same as the for
High DPI for the FMX Form Designer
The FireMonkey designer scales a form the same way an F
remain the same, it is only a visual scaling. That means that ¢
(20, 20) no matter the high DPI scaling of the monitor the F

___—

HTTP/2

Delphi has update to HTTP/ 2 (originally named HTTP/2.0) is a major revision
of the HTTP network protocol used by the World Wide Web.
It was derived from the earlier experimental SPDY protocol, originally developed by Google.
HTTP/2 was developed by the HTTP Working Group (also called httpbis, where "bis" means "twice")
for the Internet Engineering Task Force (IETF).
HTTP/ 2 is the first new version of HTTP since HTTP/1.1

The standardization effort was supported by
Chrome, Opera, Firefox, Internet Explorer 11, Safari, Amazon Silk, and Edge browsers.
Most major browser had added HTTP/ 2 support by the end of 2015.
About 97% of web browsers used have the capability.
Its proposed successor is HTTP/3, a major revision that builds on the concepts established by HTTP/2.
The working group charter mentions several goals and issues of concern:
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HTTP/2 CONTINUATION

Create a negotiation mechanism that allows clients and servers to elect to use HTTP/1.1, 2.0,
or potentially other non-HTTP protocols.

Maintain high-level compatibility with HTTP/1.1

(for example with methods, status codes,URIs, and most header fields).

Decrease latency to improve page load speed in web browsers by considering;:

data compression of HTTP headers

HTTP/2 Server Push

pipelining of requests

fixing the head-of-line blocking problem in HTTP 1.x

multiplexing multiple requests over a single TCP connection

Support common existing use cases of HTTP, such as desktop web browsers, mobile web
browsers, web APIs, web servers at various scales, proxy servers, reverse proxy servers,
firewalls, and content delivery networks.

Differences from HTTP

The proposed changes do not require any changes to how existing web applications work, but new
applications can take advantage of new features for increased speed. HTTP/2 leaves all of
HTTP/1.1's high-level semantics, such as methods, status codes, header fields, and URIs, the same.
What is new is how the data is framed and transported between the client and the server.

Websites that are efficient minimize the number of requests required to render an
entire page by minifying (reducing the amount of code and packing smaller pieces of code
into bundles, without reducing its ability to function) resources such as images and scripts.
However, minification is not necessarily convenient nor efficient and may still require separate

HTTP connections to get the page and the minified resources.
HTTP/2 allows the server to "push” content, that is, to respond with data for more queries than
the client requested. This allows the server to supply data it knows a web browser will need to
render a web page, without waiting for the browser to examine the first response, and without
the overhead of an additional request cycle.

Additional performance improvements in the first draft of HTTP/2 (which was a copy of
SPDY) come from multiplexing of requests and responses to avoid some of the head-of-line
blocking problem in HTTP 1 (even when HTTP pipelining is used), header compression, and
prioritization of requests. However, as HTTP/2 runs on top of a single TCP connection there is still
potential for head-of-line blocking to occur if TCP packets are lost or delayed in transmission.
HTTP/2 no longer supports HTTP/1.1's chunked transfer encoding mechanism, as it provides its
own, more efficient, mechanisms for data streaming.
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TRUSTED PLATFORM MODULE

3 Cryptographic Persistent memory
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- Decryption
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Figure 21:

WINDOWS 11 REQUIRES A NEW SAFER HARDWARE (INCLUDING TPM).

Trusted Platform Module (TPM, also known as ISO/IEC 11889)

is an international standard for a secure cryptoprocessor, a dedicated microcontroller
designed to secure hardware through integrated cryptographic keys.

The term can also refer to a chip conforming to the standard.

Trusted Platform Module (TPM) technology is designed to provide hardware-based,

security-related functions. A TPM chip is a secure crypto-processor that is designed

to carry out cryptographic operations. The chip includes multiple physical security mechanisms to make it
tamper-resistant, and malicious software is unable to tamper with the security functions of the TPM.

SOME OF THE KEY ADVANTAGES OF USING TPM TECHNOLOGY ARE THAT YOU CAN:

. Generate, store, and limit the use of cryptographic keys.

. Use TPM technology for platform device authentication by using the TPM’s unique RSA key,
which is burned into itself.

c Help ensure platform integrity by taking and storing security measurements.

The most common TPM functions are used for system integrity measurements and for

key creation and use. During the boot process of a system, the boot code that is loaded

(including firmware and the operating system components) can be measured and recorded in the TPM.
The integrity measurements can be used as evidence for how a system started and to make sure that a
TPM-based key was used only when the correct software was used to boot the system.
TPM-based keys can be configured in a variety of ways.

One option is to make a TPM-based key unavailable outside the TPM.
This is good to mitigate phishing attacks because it prevents the key
from being copied and used without the TPM.

TPM-based keys can also be configured to require an authorization value to use them.

If too many incorrect authorization guesses occur, the TPM will activate its dictionary attack logic and
prevent further authorization value guesses. Different versions of the TPM are defined in specifications by
the Trusted Computing Group (TCG). For more information, consult the TCG Web site:
https://trustedcomputinggroup.org/work-groups/trusted-platform-module/
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ptocol) server now has a
more in line with the standard.

Note, classic code co

i source with full code completion

assigning arrays

Langserver.org (https://langserver.org)
A community-driven source of knowledge for Language Server Protocol implementations
(https://microsoft.github.io/language-server-protocol/)

Langserver.org is a community-driven site, maintained by Sourcegraph, to track
development progress of LSP-compatible language servers and clients.

What is LSP?

The Language Server protocol is used between a tool (the client) and a language smartness
provider (the server) to integrate features like auto complete, go to definition, find all
references and alike in the tool — official Language Server Protocol specification

The LSP was created by Microsoft to define a common language for programming language
analyzers to speak.

Today, several companies have come together to support its growth, including Codenvy,
Red Hat, and Sourcegraph, the protocol will be supported by a rapidly growing list of editor
and language communities.

Look at the details on and links to current client and server implementations.

WHY LSP?

LSP creates the opportunity to reduce the m-times-n complexity problem of providing a
high level of support for any programming language in any editor, IDE,

or client endpoint to a simpler m-plus-n problem.

For example, instead of the traditional practice of building a Python plugin for VSCode,

a Python plugin for Sublime Text, a Python plugin for Vim, a Python plugin for Sourcegraph,

and so on, for every language, LSP allows language communities to concentrate their
, high performing language server that can provide code

completion, hover tooltips, jump-to-definition, find-references, and more,

while editor and client communities can concentrate on building a single,

high performing, intuitive and idiomatic extension that can communicate with any language

server to instantly provide deep language support.
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kbmMW Community Edition v. 5.16.00 released
for Delphi 10.4.2 Sydney!!

Components4Developers has decided to let

the world have the opportunity to play with the
hundreds of thousands of lines of code, containing
thousands of functions, procedures, methods, classes
and types, covering the vast number of features that makes kbmMW the leader
of n-tier development environments.

THIS IS A MAJOR NEW RELEASE WITH
THE INTRODUCTION OF OUR NEW
CONTEXT SENSITIVE 118N
INTERNATIONALIZATION FRAMEWORK.

We have now released our second Community Edition which contains
almost all features from kbmMW Enterprise Edition, but limited in some areas,
partly due to technical limitations, partly due to a few artificial limitations.

It further contains kbmMemTable Community Edition which is a direct match
of kbmMemTable Standard Edition.

Community Edition is FREE to use as long as the applications it is used in provides a direct or indirect revenue not
reaching US$5000 and the company distributing/producing the applications have a yearly turnover of less than
US$50000.

Read the 1license. txt file for all details.

Community Edition can only be used for producing 32 bit Windows applications, but you have access to
SmartServices, REST, WIB, kbmMemTable, SQL, ORM, SmartEvent, SmartBinding, Scheduler, Logging,
Configuration, Ciphers, transports, XML, JSON, YAML, BSON, MessagePack, i18n and the countless of other
features you have read about here on the blog!

Community Edition can thus also be used as a 60 day trial for kbmMW Enterprise Edition.
Community Edition does not contain source code, and will only work together with the version of Delphi it was
released for.

Current release match latest Delphi Sydney 10.4.2, including Community Edition.

If you want go further, then purchase kbmMW Enterprise Edition which really is the best value for money and while
being the oldest existing, mostly backwards compatible, n-tier framework for Delphi, it is also the only one
bringing you to the bleeding edge of current technology.

Sign up at https://portal.components4developers.com and download immediately.

kbmMW is the premiere n-tier product for Delphi, C++Builder and FPC on Win32, Win64, Linux, Java, PHP,
Android, IOS, .Net, embedded devices, websites, mainframes and more. Please visit
http://www.components4developers.com for more information about kbmMW.

Components4Developers is a company established in 1999 with the purpose of providing high quality
development tools for developers and enterprises. The primary focus is on SOA, EAI and systems
integration via our flagship product kbmMW.

kbmMW is currently used as the backbone in hundreds of central systems, in hospitals, courts, private,

industries, offshore industry, finance, telecom, governments, schools, laboratories, rentals, culture
institutions, FDA approved medical devices, military and more.

COMPONENTS
DEVELOPERS




e Added support for

RAD Studio 11.0 Alexandria.

i
&

* New fixed format object notation streamer (kbomMWTXT)
* New LINQ features to convert to and from ObjectNotation,
fixed format streams/strings and datasets.
¢ Enhanced support for multiple concurrent true/false/null/inf +
and inf- values in text based object notation streams.

e Enhanced TkbmMWStringBuilder.

e Enhanced TkbmMWDateTimeCompiledFormat.

¢ Performance and feature improvements in SmartBinding

KBMMW PROFESSIONAL AND ENTERPRISE EDITION V. 5.18.00 RELEASED!

RAD Studio XE5 to 10.4.2 Sydney supported
Win32, Win64, Linux64, Android, IOS 32, IOS 64 and
OSX client and server support

Native high performance 100% developer defined
application server

Full support for centralized and distributed load
balancing and failover

Advanced ORM/OPF support including support of
existing databases

Advanced logging support

Advanced configuration framework

Advanced scheduling support for easy access to
multithread programming

Advanced smart service and clients for very easy
publication of functionality

High quality random functions.

High quality pronouncable password generators.

High performance LZ4 and Jpeg compression
Complete object notation framework including full
support for YAML, BSON, Messagepack, JSON and XML
Advanced object and value marshalling to and from
YAML, BSON, Messagepack, JSON and XML

High performance native TCP transport support

High performance HTTPSys transport for Windows.
CORS support in REST/HTML services.

Native PHP, Java, OCX, ANSI C, C#, Apache Flex client
support!

kbmMemTable is the fastest and most feature rich in
memory table for Embarcadero products.

Easily supports large datasets with millions of records
Easy data streaming support

Optional to use native SQL engine

Supports nested transactions and undo

Native and fast build in M/D, aggregation/grouping,
range selection features

Advanced indexing features for extreme performance

COMPONENTS
DEVELOPERS

New 118N context sensitive internationalization framework to
make your applications multilingual.

New ORM LINQ support for Delete and Update.

Comments support in YAML.

New StreamSec TLS v4 support (by StreamSec)

Many other feature improvements and fixes.

Please visit
http://www.components4developers.com

for more information about kbmMW

High speed, unified database access (35+ supported
database APIs) with connection pooling, metadata and
data caching on all tiers

Multi head access to the application server, via REST/AJAX,
native binary, Publish/Subscribe, SOAP,

XML, RTMP from web browsers, embedded devices, linked
application servers, PCs, mobile devices, Java systems
and many more clients

Complete support for hosting FastCGI based applications
(PHP/Ruby/Perl/Python typically)

Native complete AMQP 0.91 support (Advanced Message
Queuing Protocol)

Complete end 2 end secure brandable Remote Desktop with
near realtime HD video, 8 monitor support,

texture detection, compression and clipboard sharing.
Bundling kbmMemTable Professional which is the fastest
and most feature rich in memory table for Embarcadero
products.

EESB, SOA,MoM, EAI TOOLS FOR INTELLIGENT SOLUTIONS. kbmMW IS THE PREMIERE N-TIER PRODUCT FOR DELPHI / C++BUILDER


http://www.components4developers.com
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